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Technological developments in both civilian and military fields have had a 

significant impact on the operational capabilities of terrorist organizations 

and on the increase of terrorist attacks. Many technologies that facilitate 

and improve the quality of life have security vulnerabilities. Following the 

introduction of commercial unmanned aerial vehicles (UAVs), terrorist 

organizations have identified the security deficits of this new technology. 

Due to the increasing popularity of commercial UAVs, easy accessibility, and 

low cost, the use of UAVs by many organizations has become increasingly 

widespread. Drones have emerged as a new intelligence tool to improve the 

capabilities of terrorist organizations. Today, they are used by many non-state 

armed actors and terrorist organizations, from the Americas to Asia, to collect 

intelligence. However, the use of drones is not limited to reconnaissance and 

surveillance. Some of the aforementioned actors have started to employ 

drones in a more sophisticated way, namely for attacking purposes. This study 

examines how terrorist organizations use UAV technology by learning from 

each other and analyzes their adaptation processes. 
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FORWARD

Technological developments in both civilian and military fields have had a significant 
impact on the operational capabilities of terrorist organizations and on the increase 
of terrorist attacks. Technology is considered as an element that facilitates human 
life, yet it is also seen that developing technologies create security gaps. This vicious 
cycle is an ongoing competition between terror and counterterrorism technologies. 
One of the most distinguishing features of “innovative terrorism” is that terrorist 
organizations, particularly in the defense sector, identify the vulnerabilities in new 
technologies and use them for their own tactical attacks. Adaptation and imitation 
have become terrorist organizations’ new skills.

On the other hand, the process of transition to a new technology can yield 
different results. While some firms improve new technology further and increase 
its effectiveness, some others fail. This is valid for terrorist organizations and 
non-state actors as well. Commercial unmanned aerial vehicles (UAVs or drones) 
manufactured for commercial purposes should be considered from this perspective. 
Drones are offered to the service of humanity as a new technological opportunity, 
but their security flaws have been immediately identified by terrorist organizations. 
The use of drone systems among non-state actors and terrorist organizations has 
rapidly increased in the last two years. Some groups have quickly adapted to the 
use of drones, have increased their capacity, and organized sophisticated attacks. 
The reason for this widespread usage is the low cost of the UAV technology and 
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the failure to develop a comprehensive anti-UAV technology for a full-blown and 
effective fight against them.

This report focuses on the adaptation processes of non-state actors and terrorist 
organizations to new defense technologies and in particular on their way of using 
drones. The report scrutinizes the use of drones on a global scale and demonstrates 
the striking spread of the use of UAVs by non-state actors in the Middle East after 
the Arab Spring.

SETA General Coordinator
Professor Burhanettin Duran
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ABSTRACT

New security threats have come into existence due to the rapid adaptation capabilities 
of Non-State Armed Actors (NSAA) and terrorist organizations to technology. Drones 
take the lead in the fields that such groups successfully demonstrate their adaptation 
capabilities. Drones are frequently used by states in the fight against terrorism and 
at the same time they have recently become the newest attack technique by NSAAs 
and terrorist organizations. In this aspect, commercial drones, for the first time, 
have been used by DAESH in an environment of conflict within a certain strategic 
framework. After it was seen in its propaganda videos that DAESH was successfully 
using this new technology, other armed groups started to imitate DAESH’s methods 
of using drones. Particularly in the last two years –since DAESH has begun to use 
drones systematically in 2016– drones have been used in many regions from South 
America to Africa and Asia, for propaganda purposes in the following activities:

•	 To collect information through reconnaissance/surveillance

•	 To steer bomb-laden suicide vehicles to the target

•	 To direct rocket launchers and artillery shootings to the target 

•	 To commit direct IED attacks

• The following parameters have played a critical role in the widespread use 
of drones:

•	 The Effective use of drones by DAESH

•	 Payload capacity that enables IED-laden drones



•	 The capability for long-distance use

•	 Inexpensive and easy procurement

•	 The facilitation of drone modification by militant groups using cameras, 
sensors, etc.

•	 The simplification of the operator’s job by smartphone technology and its 
applications 

•	 The failure to develop a clear-cut anti-UAV technology
DAESH’s method of using drones is mimicked by other NSAAs – a fact that 

indicates how fast the process of technology adoption takes place. As is the case with 
firms, the transition process to a new technology can yield different results. Some 
firms carry new technology forward and increase its effectiveness, yet others may 
fail to do so. The same situation applies to terrorist organizations and NSAAs: some 
terrorist groups have completed the adaptation process, while others have failed.

This report focuses on NSAAs and terrorist organizations’ adaptation to new 
defense technologies and their way of using drones. The use of drone systems among 
non-state actors and terrorist organizations has rapidly increased in the last two 
years. Some groups have quickly adapted to the use of drones, have increased their 
capacity, and organized sophisticated attacks. As long as NSAAs remain successful in 
this field, new terrorist organizations will seek to take advantage of this technology, 
and transition to new imitation and adaptation processes will likely increase. In this 
regard, it is evaluated that NSAAs that employ drones for reconnaissance/surveillance 
or propaganda activities but have not previously committed drone attacks will be 
able to complete their adaptation processes in the near future. In the face of this 
increasing threat, developing an anti-UAV technology to fight changing UAV types 
and to counter attack techniques is a priority.
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INTRODUCTION

Technological developments in both civilian and military fields have had a significant 
impact on the operational capabilities of terrorist organizations and on the increase 
of terrorist attacks. In fact, technology is what allows a terrorist to inflict great 
casualties. Many technologies that increase and facilitate quality of life have security 
vulnerabilities. The abuse of these vulnerabilities by terrorists brings about the need 
for counterterrorism technology to fight this threat. This vicious circle is an ongoing 
race between terrorism and antiterrorism technologies.1 NSAAs had no capability 
for air power previously, but this situation has begun to change with the emergence 
of commercial drones. Their rising popularity, easy procurement, and low cost have 
increased the use of commercial drones by terrorist organizations.

From Continental America to Asia, many NSAAs and terrorist organizations 
use drones today at least to collect information about their targets. This has led to 
the emergence of drones as a new intelligence tool for such groups to develop their 
capabilities. However, the use of drones by NSAAs is not limited to reconnaissance 
and surveillance. Some of these actors prefer drones for attacks – this is a more 
sophisticated way of drone use. In the aftermath of the Arab Spring, in particular, 
the number of various kinds of armed factions and their capacity to use drones for 

1. Brian A. Jackson, “Technology Acquisition by Terrorist Groups: Threat Assessment Informed by Lessons from 
Private Sector Technology Adoption”, Studies in Conflict and Terrorism, Vol: 24, Issue: 3, (2010), p. 4.
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different purposes have dramatically increased in the Middle East.2 This is a reflection 
of NSAAs’ and terrorist organizations’ process of mimicking and of adaptation to 
new technologies, and is also indicative of the speed of their learning curve and 
adaptation processes.3

FIGURE 1. ARMED ORGANIZATIONS’ ADAPTATION PROCESS TO NEW TECHNOLOGIES
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One of the most distinguishing features of innovative terrorism is that terrorist 
organizations, particularly in the defense sector, identify the vulnerabilities in new 
technologies and use them for their own tactical attacks. Adaptation and imitation –
as states do– have emerged as terrorist organizations’ new talents as well.4 Innovative 
terrorism, in this context, means the dissemination of new technologies or techniques 
among terrorist organizations. It also includes the implementation and adaptation of 
previous acts of terror by increasing violence.5

As in companies, transition to a new technology can yield different results. Some 
firms carry new technology forward and increase its effectiveness, while others may 
fail to do so. This also applies to terrorist organizations and NSAAs. The transition 

2. For the nature of NSAAs in the Middle East and their impact on the security of the Middle East, see Murat Yeşiltaş 
and Tuncay Kardaş. Non-State Armed Groups in the Middle East: Geopolitics, Ideology and Strategy, (Palgrave 
McMillan, London: 2018).
3. Bryan A. Card, “Terror from Above: How the Commercial Unmanned Aerial Vehicle Revolution Threatens 
the US Threshold”, Air & Space Power Journal, Vol: 32, Issue: 1, (Spring 2018); Michael D. Shear and Michael S. 
Schmidt, “White House Drone Crash Described as a U.S. Worker’s Drunken Lark”, New York Times, January 27, 
2015; “Paris Has a Drone Problem”, The Verge, January 26, 2015, www.theverge.com/2015/2/26/8113291/ paris-
drone-uav-eiffel-tower-charlie-hebdo, (Retrieved on: September 27, 2018).
4. Adam Dolnik, Understanding Terrorist Innovation: Technology, Tactics and Global Trends, (Routledge, New York: 
2007), pp. 4-21.
5. Maria J. Rasmussen and Mohammed M. Hafez, Terrorist Innovations in Weapons of Mass Effect: Preconditions, 
Causes and Predictive Indicators, (Defense Threat Reduction Agency Advanced Systems and Concepts Office 
Report, Washington DC: 2010), pp. 2-10.
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to new technology can be called a process of adaptation of terrorist organizations 
to new technologies. The inclusion of innovative terrorism in the attack strategies 
by other NSAAs is not an easy process. Two main factors determine this process: 
first, a terrorist group, or a NSAA, should have the desire to transition to tactical 
arms that are proven to be successful by another terrorist group, and should decide 
accordingly. This is called “desire for innovation.” If the group is unwilling to adopt 
a new technology, it will most likely fail to use it. The second important factor is the 
capability. Even if the group has decided to adopt a new technology, the adaptation 
process will fail if technical infrastructure and R&D opportunities do not exist.6

FIGURE 2. NSAAS MOTIVATION FOR ADAPTATION TO NEW TECHNOLOGY AND ACTIVITY 
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There are subfactors that affect the adaptation process. A firm’s decision on 
the extent to which new technology will be approved and purchased by the market 
affects the adaptation process. Similarly, terrorist organizations make their final 
decision according to the success and effectiveness of a new technology. In this 
regard, subfactors of the adaptation process are as follows:

6. Jackson, “Technology Acquisition by Terrorist Groups”, p. 10.
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Technological Awareness: If a NSAA is not open to the outside world and 
new developments, it will most likely not even be aware of such a technology. At 
this point, the Internet comes into play. Attacks of terrorist organizations such 
as DAESH by using new technologies and broadcasting them on the Internet as 
propaganda tools help other terrorist organizations become aware of this technology 
with the least amount of risk.7

Openness to New Ideas: Is a terrorist organization in search of new ideas or 
content with the status quo? If a NSAA is not willing to explore new ideas or has 
reservations in adopting new technology, its awareness of innovations will not be 
sufficient for the organization. Determinant factors here are the perspective of the 
organization’s leadership, and the group’s internal dynamics. A NSAA that has a 
historical background in using technology and that is open to new technologies will 
be willing to experience this adaptation process.8

Assessment of Risk Factors: If a NSAA intends to use a technology, how long 
does it take to adopt it? The following can be described as risk factors: financial 
difficulty in the procurement of new technological material, budget restrictions, 
factors that require technical know-how, such as making IEDs, and any element that 
causes the group to lose members. Such factors cause unwillingness in the group’s 
decision-making process.

Environment: The environment in which any given terrorist group operates 
is one of the most important factors influencing both the group’s incentive and its 
capacity to learn. The environment defines the group’s operational opportunities and 
advantages. An environment of intense conflict creates an opportunity for the group 
to learn and adapt to new technology while rivals’ pressure or the group’s success in 
using new technology compels competitor groups to adapt this technology. On the 
other hand, intense operations and pressure of law enforcement forces may hinder 
the group’s technology adoption process.9

Human Resources: Human resources are a key component of all organizations’ 
memories. The expertise and knowledge held in the minds of the group members 
increase their learning speed. Loss of members who hold key knowledge can be a 
major blow to a group’s ability to learn.10

7. Afzal Ashraf and Anastasia Filippidou, “Terrorism and Technology”, Center of Excellence Defence against 
Terrorism, (2017), p. 17.
8. Ibid., p. 15.
9. Brian A. Jackson et al., Aptitude for Destruction: Organizational Learning in Terrorist Groups and Its Implications 
for Combating Terrorism, (RAND, Santa Monica: 2005), p. 43.
10. Ibid., p. 42.



INTRODUCTION

15

Once a group decides to learn a new technology, the group moves into planning 
as a second stage, brings in its resources, and launches R&D. The technical knowledge 
of the organization comes into play here. A terrorist group organizing a certain type 
of an attack creates less impact in comparison to another group that commits the 
same type of attack in a sophisticated way by better calculating where to put or leave 
the explosive and thus creates a far better impact than the first group. Therefore, 
technological developments embedded with complex and technical information are 
not generally preferred by terrorist organizations.

When all these parameters are kept in mind, the use of drones is one of the 
methods that have the capacity to cause maximum loss with minimum risk and 
cost given that an anti-UAV technology has not yet been developed to fight drones 
fully and effectively. Thus, many terrorist groups, or NSAAs, tend to use drones. 
This report scrutinizes the adaptation process of NSAAs and terrorist organizations 
to UAV innovation,11 first adopted by DAESH. In this regard, the first part of the 
report concentrates on the Middle East as the use of drones is a method often used 
by the states fighting against terrorist organizations in the Middle East and because 
the Middle East tops the regions in which armed groups and terrorist organizations 
rapidly adapt to this technology. In the second part of the current report, the UAV 
experience of armed groups in Africa is discussed. In the third part, Eurasia and Asia 
are addressed, and in the last part, Mexico and South America are examined.

11. For further information on the UAV use and strategy of DAESH, see Serkan Balkan, DAESH’s Drone Strategy 
Technology and the Rise of Innovative Terrorism, (SETA Report : 88, Istanbul: 2017). 
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USE OF DRONES IN THE 
MIDDLE EAST

DAESH (IRAQ AND SYRIA)
Considering terrorism’s changing character and the opportunities terrorist 
organizations have, DAESH’s character and its way of using innovative terrorism 
have made it the most dangerous organization to international stability and the one 
that organizes the most unpredictable attacks. DAESH has increased the impact of 
its attacks by taking advantage of the opportunities presented to the public benefit by 
technology, globalization, and the liberal global markets. In this respect, DAESH has 
caused the emergence of a new threat through its UAV program. Owing to drones, 
DAESH’s capabilities have increased and it has become a serious threat not only to 
security forces but also to civilians. In particular, the damage caused by bomb attacks 
recently committed through drones loaded with IEDs demonstrates that the group 
uses drones as an effective tool for attacks.12

After detecting the security vulnerability in commercial drones and deciding 
to use this new technology, DAESH activated the Mujahedeen drones program 
which organizes its drone attacks. The program appears to have been started by 
two Bangladeshi brothers who have established companies in the UK, Spain, and 
Bangladesh through which they move parts and other dual-use components to 
modify drones.13 DAESH has established a broad supply chain network, leading 

12. Andrea Beccaro, “Modern Irregular Warfare: The ISIS Case Study”, Small Wars&Insurgencies, Vol: 29, Issue: 2, 
(2018), pp. 207-228.
13. Don Rassler, “The Islamic State and Drones: Supply, Scale, and Future Threats”, West Point Combating Terrorism 
Center, (July 2018), p. IV.
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to the advancement of the UAV program. In this context, the group has started 
to purchase drones through 16 different companies in more than seven countries. 
One of the Bangladeshi brothers, Siful Haque Sujan, was a computer hacker 
behind DAESH’s hacking efforts and was responsible for the development of anti-
surveillance technology and weapons.14 Although he was killed in an airstrike in 
Raqqa in 2015, the drone program he developed has been further advanced by other 
technical personnel in the organization.

With its supply chain, technical human resources, and R&D activities, DAESH 
has modified commercial UAVs for its own purposes. Direct attack methods via 
drones started with the release of a 40 mm IED. However, the tactics developed 
over time and the methods of attack by using drones have developed and diversified. 
In this context, UAV attacks with a 40 mm IED reached the capacity to release 
four 40 mm IED at the same time. DAESH also conducted some combined attacks 
by vectoring suicide bombers during the chaos that resulted after an IED attack. 
DAESH generally uses drones for:

•	 Intelligence gathering by reconnaissance/surveillance
•	 Vectoring a suicide vehicle-borne improvised explosive device (SVBIED) to 

the target
•	 Vectoring rocket and cannon launches to the target
•	 Direct attack with IEDs
•	 Propaganda by recording all these activities
DAESH coordinates all of these activities with UAV monitoring centers.

FIGURE 3. SCREENSHOT OF A DAESH VIDEO 
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Kurduğu tedarik zinciri, teknik insan kaynağı ve AR-GE faaliyetleri ile birlikte DEAŞ ticari 

İHA’ları modifiye ederek kendi amaçları doğrultusunda kullanmıştır. İHA vasıtasıyla direkt 

saldırı yöntemleri bir adet 40 mm EYP’nin bırakılmasıyla başlamıştır. Ancak zaman 

içerisinde geliştirdiği taktikler ve İHA üzerinde gerçekleştirilen modifiyeler sayesinde saldırı 

yöntemleri gelişmiş ve çeşitlenmiştir. Bu kapsamda bir adet 40 mm EYP ile başlayan 

saldırıları aynı anda dört adet 40 mm’lik EYP bırakabilecek kapasiteye ulaşmış ve EYP’li 

saldırı gerçekleştirirken oluşan kargaşa esnasında intihar saldırılarını da yönlendirerek 

kombine saldırılar düzenleyebilmiştir. DEAŞ İHA’ları genel olarak şu amaçlar için 

kullanmaktadır:  

 Keşif/gözetleme yaparak istihbarat toplamak 

 Bomba yüklü intihar saldırı araçlarını hedefe yönlendirmek 

 Roket ve top atışlarını hedefe göndermek 

 EYP ile doğrudan saldırmak 

 Tüm bu faaliyetleri kayıt ederek propaganda yapmak 

Bu faaliyetleri Görsel 1’de görülen İHA izleme merkezleri sayesinde koordine etmektedir.  

GÖRSEL 1. DEAŞ’A AİT VİDEODAN GÖRÜNTÜ 

 

Musul operasyonu sırasında ele geçirilen belgelerden DEAŞ’ın İHA’lar konusunda geniş 

bürokratik bir çerçeveye sahip olduğu ve operasyondan çok daha önce tedarik ağını kurduğu 

14. “IS Computer Hacker Siful Haque Sujan Killed in Air Strike”, BBC, December 31, 2015.
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Discovery and capture of documents during the Mosul operation demonstrate 
that DAESH has connections with a large administrative network for drone-related 
issues and had formed its procurement network before the operation.15 The UAV 
workshops seized during and after the operation show again that the group was 
involved in an intensive production and modernization of UAVs.16

FIGURE 4. A DRONE FACILITY OF DAESH

15 
 

tespit edilmiştir.15 Yine operasyon sırasında ve sonrasında ele geçirilen İHA atölyelerinde 

yoğun bir İHA üretimi ve modernizasyonu faaliyeti yapıldığı görülmektedir.16  
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Görsel 2’de görülen İHA’lar DEAŞ tarafından yapılan el yapımı İHA’lardır. DEAŞ başlattığı 

İHA programının sonunda kendi başına İHA yapabilecek yeteneğe ulaşmıştır. Görsel 3’te 

görülen saldırıda DEAŞ tarafından sabit kanatlı el yapımı İHA gövdesine yüklenen yaklaşık 5 

kilogramlık EYP ile Musul’da Irak Güvenlik Kuvvetleri (IGK) birliklerinin arasına kamikaze 

saldırısı gerçekleştirilmiştir.  

GÖRSEL 3. DEAŞ’A AİT VİDEODAN GÖRÜNTÜ (KAMİKAZE SALDIRISI) 

                                                            
15 Don Rassler, Muhammad al-Ubaydi ve Vera Mironova, “CTC Perspectıves-The Islamıc State’s DRONE 
Documents: Management, Acquısıtıons, And Dıy Tradecraft”, West Point Combating Terrosim Center, 31 Ocak 
2017. 
16 Nick Enoch, “ISIS Drone Factory Seized by Iraqi Forces”, Daily Mail, 30 Haziran 2017. 

Figure 4 depicts handmade drones by DAESH. At the end of the UAV 
program launched by DAESH, the organization was able to make its own drones. 
DAESH committed a kamikaze attack on the Iraqi Security Forces (ISF) units in 
Mosul by loading an approximately 5-kilogram IED on a fixed-wing handmade 
drone (Figure 5).

15. Don Rassler, Muhammad Ubaydi and Vera Mironova, “CTC Perspectives-The Islamic State’s Drone 
Documents: Management, Acquisitions, and DIY Tradecraft”, West Point Combating Terrorism Center, January 
31, 2017.
16. Nick Enoch, “ISIS Drone Factory Seized by Iraqi Forces”, Daily Mail, June 30, 2017.
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FIGURE 5. SCREENSHOT OF A DAESH VIDEO (KAMIKAZE ATTACK)
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The extent of the casualties inflicted on the other party is not known due to the fact that the IED exploded at 

the end of the video. After the completion of the Mosul operation and the seizure of the UAV workshops, 

DAESH has not organized kamikaze attacks. 
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PYD/PKK unsurları Rakka’ya doğru ilerlerken DEAŞ İHA’ları arazinin açık olması sebebiyle 

keşif/gözetleme ve EYP bırakma amacıyla kullanılmıştır. PYD/PKK’nın Rakka şehir merkezine 

girmesiyle İHA’larla koordine edilen intihar saldırıları da düzenlenmeye başlanmıştır. Ancak bu 

saldırılar Irak’taki kadar yoğun olmamıştır. Musul operasyonu sırasında 160 intihar saldırı aracı 

videosu yayınlanmasına karşın Rakka operasyonunda bu sayı yirmi altı olmuştur.17 DEAŞ’ın 

Irak’ta bir günde elli iki İHA sortisi gerçekleştirebildiği tespit edilmiştir.18 Ancak Suriye’de bu 

sayıya ulaşılamamıştır. Bunun sebepleri DEAŞ’ın alan kaybettikçe tedarik zincirinde ve 

personel kaybı yaşadıkça da teknik kabiliyetinde azalma yaşanmasıdır. 

Düzenlenen saldırıların sayısında düşüş görülse de Irak’ta kullanılan taktikler Suriye çatışma 

ortamına da başarılı bir şekilde aktarılmıştır. Özellikle İHA’lar bomba yüklü intihar saldırı 

aracını hedefe yönlendirmek için Rakka’da da kullanılmıştır. Görsel 5’te bu tip saldırının bir 

örneği görülmektedir.  

                                                            
17 Robert Postings, “An Analysis of the Islamic State’s SVBIED Use in Raqqa”, International Review, 11 Mayıs 
2018, international‐review.org/an‐analysis‐of‐islamic‐states‐svbied‐use‐in‐raqqa, (Erişim tarihi: 19 Eylül 2018). 
18 Dod Buzz, “Iraqis Use Drones to Turn Tables on ISIS”, Military, 27 Nisan 2017, www.military.com/ 
dodbuzz/2017/04/27/iraqis-use-drones-turn-tables-isis, (Erişim tarihi: 14 Eylül 2018). 
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DAESH continued to use drones in the Raqqa operation in Syria, as in Mosul. 
Figure 6 depicts the attacks against the PYD/PKK elements trying to remove DAESH 
from the Tabqa Dam during the Raqqa operation. The UAV program effectively 
implemented in Mosul was used against the PYD/PKK terrorist organization in 
Raqqa. Despite all logistic support by the United States, DAESH could not be 
prevented from using drones as weapons.

As the PYD/PKK elements were moving forward to Raqqa, DAESH taking 
benefit of the open terrain, used drones for the purpose of reconnaissance/surveillance 
and dropping IEDs. When the PYD/PKK reached Raqqa city center, DAESH started 
to organize SVBIED attacks which were vectored by drones and the number of 
drone attacks increased. However, these attacks were not as intense as in Iraq. During 
the Battle of Mosul, over 160 videos or pictures were released showing SVBIED 
attacks - compared to the 26 in Raqqa.17 Iraqi Counter-terrorism Service (CTS) units 
recorded 52 DAESH drone sorties in just one day.18 The group, however, failed to 
score that number in Syria. The reasons are the decrease in the organization’s supply 
chain and in technical capability, as it loses territory and personnel respectively.

FIGURE 7. SCREENSHOT OF A DAESH VIDEO
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Although the number of attacks decreased, the tactics used in Iraq were successfully transferred to the 

Syrian battleground. In order to vector the bomb-laden SVBIED to the target, drones were used in Raqqa as 

well. Figure 7 depicts an example of this type of attack. 

                                                             
17 Robert Postings, “An Analysis of the Islamic State’s SVBIED Use in Raqqa”, International Review, May 11, 2018, international-review.org/an-
analysis-of-islamic-states-svbied-use-in-raqqa, (Retrieved on: September 19, 2018). 
18 Dod Buzz, “Iraqis Use Drones to Turn Tables on ISIS”, Military, April 27, 2017, www.military.com/ dodbuzz/2017/04/27/iraqis-use-drones-
turn-tables-isis, (Retrieved on: September 14, 2018). 

17. Robert Postings, “An Analysis of the Islamic State’s SVBIED Use in Raqqa”, International Review, May 11, 2018, 
international-review.org/an-analysis-of-islamic-states-svbied-use-in-raqqa, (Retrieved on: September 19, 2018).
18. Dod Buzz, “Iraqis Use Drones to Turn Tables on ISIS”, Military, April 27, 2017, www.military.com/ 
dodbuzz/2017/04/27/iraqis-use-drones-turn-tables-isis, (Retrieved on: September 14, 2018).
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Although the number of attacks decreased, the tactics used in Iraq were 
successfully transferred to the Syrian battleground. In order to vector the bomb-
laden SVBIED to the target, drones were used in Raqqa as well. Figure 7 depicts an 
example of this type of attack.

Examining Figure 7 reveals that the road to the PYD/ PKK positions is closed 
with barricades. With the help of a drone, however, DAESH easily plotted a route 
to the PKK/PYD site and detonated a bomb-laden vehicle in the middle of its 
target. Owing to the natural camouflage provided by the city center, the suicide 
attack vehicle in the UAV-coordinated attacks could not be recognized until the 
last moment, and thus the Raqqa operation was slowed down, and in parallel, the 
casualties of the PYD/PKK increased. 

DAESH also continued to use drones against the regime elements in Syria. 
Especially by conducting point attacks, the impact of the attacks was far greater 
than the impact created by 40 mm munitions under normal circumstances. Figure 8 
depicts how a huge regime munitions depot in Deir al Zor was rendered useless by 
the use of a drone and two 40 mm IEDs. As a result of the attack in October 2017, 
the explosions and fire at the depot lasted over a day.

FIGURE 8. SCREENSHOT OF A DAESH VIDEO
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As seen, drones for air-borne attacks have been effectively used by DAESH both in Syria and Iraq. In some 

cases, DAESH held attacks with a fleet of drones, consisting of five UAVs.19 The U.S. military units 

observe how DAESH uses drones, learn lessons and also meticulously transfer relevant issues to the 

asymmetric warfare doctrine. Against DAESH’s drone technology, the U.S. has begun to install anti-UAV 

systems on some tactical vehicles used on the ground.20 

                                                             
19 David Marchin, “ISIS Drones Disrupt US-Backed Iraqis’ Fight for Mosul”, CBS News, February 25, 2017. 
20 Jen Judson, “DRONE Warfare in Mosul Shapes US Army Training to Defeat Airborne Threats”, Defense News, March 14, 2017, 
www.defensenewp.com/articles/drone-warfare-in-mosul-shaping-us-army-training-to-defeat-airborne-threats, (Retrieved on: July 14, 2018). 

As seen, drones for air-borne attacks have been effectively used by DAESH both in 
Syria and Iraq. In some cases, DAESH held attacks with a fleet of drones, consisting 
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of five UAVs.19 The U.S. military units observe how DAESH uses drones, learn 
lessons and also meticulously transfer relevant issues to the asymmetric warfare 
doctrine. Against DAESH’s drone technology, the U.S. has begun to install anti-
UAV systems on some tactical vehicles used on the ground.20

Thanks to this new opportunity, DAESH has gained the ability to perform 
attacks from the air even though it does not have planes. With this, DAESH made 
progress from camouflaged IED attacks to UAV-guided VBIED attacks, that 
followed a new dimension with airdrop IEDs causing security forces to reciprocate.

Figure 9 shows the position of the U.S. soldiers on guard during the Mosul 
operation. When the image is examined, it is seen that the net and the concrete 
block above the soldiers are to protect them against air-dropped IEDs. The 
DroneDefender that can be seen behind them will be used to electronically jam 
any approaching drones.21

 FIGURE 9. U.S. SOLDIERS ON CALL WITH ANTI-DRONE WEAPON
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askerlerin arkasında duran DroneDefender silahıyla da saldırı amacıyla yaklaşan İHA’lara 

elektronik karıştırma yapmanın amaçlandığı görülmektedir.21  

GÖRSEL 7. ANTİ-İHA SİLAHIYLA NÖBET TUTAN ABD ASKERLERİ  

 

Tüm bu örneklerden DEAŞ’ın ticari İHA teknolojisini taktik seviyeden daha çok stratejik bir 

çerçevede kullandığı görülmektedir. DEAŞ’ın oluşturduğu İHA stratejisi Şekil 1’de 

gösterilmiştir.22 DEAŞ’tan sonra diğer devlet dışı silahlı aktörler de İHA’ları genel olarak bu 

strateji çerçevesinde kullanmaya çalışmaktadır.  

                                                            
21 Ben Sulivan, “The Islamic State Is Pioneering a New Type of Drone Warfare”, Motherboard, 2 Şubat 2017, 
motherboard.vice.com/en_us/article/nzd3x8/the-islamic-state-is-pioneering-a-new-type-of-drone-warfare, 
(Erişim tarihi: 4 Haziran 2018). 
22 Balkan, DEAŞ’n İHA Stratejisi : Teknoloji ve Yenilikçi Terörizmin Yükselişi, s. 24. 

With all these examples, it is seen that DAESH uses UAV technology in a 
strategic framework rather than a tactical one. Figure 10 shows DAESH’s drone 

19. David Marchin, “ISIS Drones Disrupt US-Backed Iraqis’ Fight for Mosul”, CBS News, February 25, 2017.
20. Jen Judson, “DRONE Warfare in Mosul Shapes US Army Training to Defeat Airborne Threats”, Defense News, 
March 14, 2017, www.defensenewp.com/articles/drone-warfare-in-mosul-shaping-us-army-training-to-defeat-
airborne-threats, (Retrieved on: July 14, 2018).
21. Ben Sulivan, “The Islamic State Is Pioneering a New Type of Drone Warfare”, Motherboard, February 2, 2017, 
https://motherboard.vice.com/en_us/article/nzd3x8/the-islamic-state-is-pioneering-a-new-type-of-dro- ne-
warfare, (Retrieved on: June 4, 2018).
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strategy.22 After DAESH, other NSAAs, as well, have started to use drones in the 
scope of DAESH’s drone strategy, in general.

FIGURE 10. DAESH’S DRONE STRATEGY
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22. Balkan, DAESH’s Drone Strategy Technology and the Rise of Innovative Terrorism, p. 24.
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HTS (SYRIA)
Commercial drones have been also used by Hayat Tahrir al Sham (HTS)23 in Syria. 
In a propaganda video, HTS showed that they took advantage of drones in order 
to break the Maliha siege in 2014. This was the first known drone use by HTS. A 
screenshot of the video, which displays the region and was recorded during the siege 
of Maliha in Syria, can be seen in Figure 11.

FIGURE 11. SCREENSHOT OF A HTS VIDEO
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HTŞ: Suriye 

Ticari İHA’lar Suriye’de HTŞ23 tarafından da kullanılmıştır. HTŞ 2014’te Maliha kuşatmasını 

kırmak için İHA’dan yararlandığını yayınladığı propaganda videosunda göstermiştir. HTŞ’nin 

ilk bilinen bu İHA kullanımı istihbarat toplamak amaçlıdır. Görsel 8’de Suriye’de Maliha 

kuşatması sırasında İHA ile bölgenin çekilmiş videosundan ekran görüntüsü görülmektedir.  

GÖRSEL 8. HTŞ’YE AİT VİDEODAN GÖRÜNTÜ 

 

Daha sonra EYP yüklü İHA’lar ile de saldırı düzenlemeye başlamıştır. Böylece HTŞ’nin de 

DEAŞ gibi İHA’ları EYP yükleyerek bir saldırı aracı olarak kullandığı tespit edilmiştir. Bu 

bağlamda daha önce münferit saldırılar yapmasına karşın ilk kapsamlı saldırıları 31 Aralık 

2017 itibarıyla Hmeymim Hava Üssü ile Tarsus limanına yönelik olmuştur. 5 Ocak 2018’de 

ise on üçlü paket halinde ilk çoklu saldırısını gerçekleştirmiştir. Rusya Savunma 

Bakanlığından yapılan açıklamada on üç İHA’nın da etkisiz hale getirilerek düşürüldüğü 

belirtilmiştir.24  

Saldırılarda kullanılan sabit kanatlı İHA’lara ait görseller Rusya tarafından saldırı sonrası 

paylaşılmıştır.25 Görseller üzerinde gerçekleştirilen teknik inceleme sonucunda İHA’nın bir 

katapult yardımıyla fırlatılmış olabileceği düşünülmektedir. İHA’ların daha önce DEAŞ’ın 

kullandığı araçlara benzediği ve kanatlarında Musul’daki sabit kanatlı İHA’lar gibi birçok 

                                                            
23  HTŞ’nin ortaya çıkışı ve dönüşümü hakkında detaylı bir rapor için bkz. Can Acun, Bilal Salaymeh ve 
Bünyamin Keskin, El-Kadide’den HTŞ’ye Nusra Cephesi, (SETA Rapor, İstanbul: 2017).  
24 Alexander Harper, “Drones Level the Battlefield for Extremists”, Lowy Institute, 17 Eylül 2018, 
www.lowyinstitute.org/the-interpreter/drones-level-battlefield-extremists, (Erişim tarihi: 14 Kasım 2018). 
25 Vladimir Isachenkov, “Whose Drones Did the Russian Military Capture in Syria?”, Military Times, 11 Ocak 
2018, www.militarytimes.com/flashpoints/2018/01/11/whose-drones-did-the-russian-military-capture-in-syria, 
(Erişim tarihi: 14 Ocak 2018). 

HTS, then, started to organize attacks with IED-loaded drones. Thus, it has 
been determined that HTS, as DAESH, uses drones as an attack tool by loading 
them with IEDs. In this context, although there were attacks on an individual basis 
previously, the first comprehensive attack was held on December 31, 2017 targeting 
Khmeimim Air Base and Tartus Naval Base. On January 5, 2018, HTS organized its 
first multi-drone attack with a group of 13 UAVs. The Russian Ministry of Defense 
claimed that all 13 drones were downed.24

Russia, later on, shared the images of the fixed-wing drones used in the attacks.25 
After technical examination of the images, it was considered that the multi-drone 

23. For a detailed report on the emergence and transformation of HTS see Can Acun, Bilal Salaymeh and 
Bünyamin Keskin, El-Kadide’den HTŞ’ye Nusra Cephesi, (SETA Rapor, Istanbul: 2017).
24. Alexander Harper, “Drones Level the Battlefield for Extremists”, Lowy Institute, September 17, 2018, www.
lowyinstitute.org/the-interpreter/drones-level-battlefield-extremists, (Retrieved on: November 14, 2018).
25. Vladimir Isachenkov, “Whose Drones Did the Russian Military Capture in Syria?”, Military Times, January 
11, 2018, www.militarytimep.com/flashpoints/2018/01/11/whose-drones-did-the-russian-military-capture-in-
syria, (Retrieved on: January 14, 2018).
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might have been launched with the help of a catapult launcher. It is also seen through 
the images that the drones are similar to the UAVs that DAESH used previously and 
that they have many tapes on their wings just as with the fixed-wing drones used in 
Mosul. Considering basic aviation and aerodynamic information, this indicates that 
the configuration change was conscious. Thanks to these tapes, the drones saved on 
fuel by decreasing the friction rate in the air, and therefore, increased their capacity 
to fly farther. Furthermore, it becomes more difficult to catch them because the area 
that the drones cover in the radar cross section area is reduced.

Thanks to the fuel tank installed in its body, drones are capable of covering a 
much greater distance than other commercial UAVs. It is seen that 10 IEDs can be 
placed under the fixed wings and that all the IEDs, which are secured to this strut by 
some kind of mechanism that is controlled by the servo motor, can be released at the 
end at the same time (burst-fire type).26

FIGURE 12. MULTI-DRONE ATTACK AGAINST KHMEIMIM AIR BASE AND TARTUS NAVAL BASE

24 
 

GÖRSEL 9. HMEYMİM HAVA VE TARSUS DENİZ ÜSSÜ’NE YAPILAN ÇOKLU 
İHA SALDIRISI 

  

  

İHA’ların iniş takımlarının olmaması tek kullanımlık tasarlandıklarını ve üzerinde kamera 

bulunmaması herhangi bir propaganda amacı güdülmediğini göstermektedir. Saldırı için uçak 

gibi yüksek değerli hedeflerin seçilmesi ve çoklu İHA kullanımı saldırı öncesinde iyi bir 

planlamanın yapıldığının ipuçlarını vermektedir. Nitekim saldırı sonrası İHA’lar etkisiz hale 

getirilmiştir.27 Ancak bazı kaynaklar tarafından dört SU-24, iki SU-35 ve bir AN-72 uçağının 

zarara uğradığının söylenmesine karşın28 Rus askerlerinin sosyal medyada paylaştığı 

görüntülerde sadece iki adet SU-24’ün hasar aldığı görülmüştür. Paylaşılan fotoğraflarda 

görülen hasarın sebebinin Rus kaynaklar tarafından havan saldırısı olduğu açıklanmıştır. 

                                                            
27 “Russia Takes Aim at US Over Series of Syria Drone Attacks”, US News, 9 Ocak 2018. 
28 Tyler Rogoway”, Report Says Multiple Aircraft at Russia’s Air Base in Syria Destroyed in Attack”, The 
Drive, 3 Ocak 2018, www.thedrive.com/the-war-zone/17350/report-says-multiple-aircraft-at-russias-air-base-in-
syria-destroyed-in-attack, (Erişim tarihi: 21 Ocak 2018). 

26. Nick Waters, “The Poor Man’s Air Force? Rebel Drones Attack Russia’s Airbase in Syria”, Bellingcat, January 12, 
2018, www.bellingcat.com/news/mena/2018/01/12/the_poor_mans_airforce, (Retrieved on: January 21, 2018).
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The absence of landing gears on the drones indicates that they were designed 
for single use and the absence of a camera indicates that there was no propaganda 
purpose. The selection of high-value targets (e.g. airplanes) for the attack and 
the use of multi-drones hint at good advance planning. But all were rendered 
inoperable after the attack.27 According to some sources, four SU-24s, two SU-
35s, and one AN-72 fighter jet were damaged,28 but the images shared by the 
Russian soldiers on social media demonstrate only 2 SU-24s were damaged. 
The reason for the damage seen in the shared photos was announced by Russian 
sources as a mortar attack. However, doubts remain whether the aircrafts were 
actually damaged by 40 mm IEDs. All this sets forth that drone attacks are moving 
from a technical to a tactical level and that their operative impact increases with 
asymmetric use. 

Considering that they have a GPS system although there is no additional 
equipment, such as a camera, sensor, or antenna, it seems that HTS drones are 
autonomous UAVs which can be preprogrammed. Autonomous drones have the 
capability to release the IEDs secured on them, after following a certain route and 
reaching a certain coordinate with the assistance of GPS. Since these UAVs are 
preprogrammed, they do not emit any radio signals.

In the east of Ukraine, Russians have gained a great deal of experience 
in jamming and preventing drone activity. However, the Russian electronic 
jamming devices were not as effective as they were in Ukraine against autonomous 
drones that do not emit radio signals. As a result, HTS continued its attacks. 
In response, Russians have started to work on special ammunition –30 mm 
and 57 mm shrapnel ammunition in particular– to be used against drones. 
This way, Russians aim to deal with drones not only via the electronic jamming 
method but also by kinetic kill method. However, these munitions have not 
yet been authorized for official use.29 For this reason, Russia had to increase the 
number of air defense systems in the region. Therefore, in particular, Pantsir S1 
short missile air defense systems were deployed against drones and rockets in 
the region.30 In July 2018 only, Russians were attacked by drones loaded with 

27. “Russia Takes Aim at US over Series of Syria Drone Attacks”, US News, January 9, 2018.
28. Tyler Rogoway, “Report Says Multiple Aircraft at Russia’s Air Base in Syria Destroyed in Attack”, The Drive, 
January 3, 2018, www.thedrive.com/the-war-zone/17350/report-says-multiple-aircraft-at-russias-air-base-in-
sy- ria-destroyed-in-attack, (Retrieved on: January 21, 2018).
29. Vladimir Smirnov, “Russia to Develop Anti-Drone Shrapnel Ammunition”, TASS, April 18, 2017, tasp.com/ 
defense/941885, (Retrieved on: July 25, 2018).
30. Peter Beamount and Andrew Roth, “Russia Claims Syria Air Defences Shot down 71 of 103 Missiles”, Guardian, 
April 14, 2018.
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45 IEDs at Khmeimim Base. Russian Defense Ministry Spokesperson Major 
General Igor Konashenkov said in a statement that the UAV technology has 
gradually become more sophisticated.31 However, the attacks were thwarted by 
the air defense systems in the region. 

HTS has also used drones to coordinate suicide attacks with SVBIEDs and to 
vector vehicles to the target. Figure 13 depicts three different types of SVBIEDs 
controlled by the HTS militants.

FIGURE 13. SCREENSHOT OF A HTS VIDEO
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HTŞ de DEAŞ gibi intihar saldırı araçlarını zırhla kaplamaktadır. Ancak Görsel 10’da bu 

zamana kadar yapılan saldırılardan farklı olarak HTŞ’nin araçlar içerisinde tablet kullandığı 

görülmektedir. İntihar saldırıları sırasında DEAŞ tarafından kullanılan İHA’larda bir 

operatörden yardım alınmakta ve görüntü izleme merkezinde elde edilen bilgiler anlık olarak 

telsiz vasıtasıyla intihar bombacısına bildirilerek intihar saldırısı hedefe doğru bir şekilde 

yönlendirilmekteydi. HTŞ’nin ise bu saldırı yöntemini geliştirdiği, muhtemelen sürücünün 

İHA’nın görüntülerini anlık olarak tablet üzerinden görerek hareket ettiği ve böylece daha 

hassas saldırılar gerçekleştirebildiği değerlendirilmektedir.  

HTŞ’nin İHA’ları diğer devlet dışı aktörlerden farklı bir seviyeye taşıdığının başka bir 

göstergesi de Görsel 11’de sunulmuştur. HTŞ’nin propaganda amacıyla Ocak 2018’de 

yayınladığı videodan alınan görsellerden örgütün DEAŞ ile Doğu Hama’da çatışmaya girdiği 

görülmektedir. Videodan çatışma sonrası kaçan DEAŞ militanlarının yerini ve kaçtığı 

güzergahı HTŞ unsurlarının anlık olarak İHA’dan gördüğü anlaşılmaktadır. İHA 

görüntülerinin yönlendirmesiyle HTŞ militanı tank ile DEAŞ militanlarını tek tek yakalayarak 

etkisiz hale getirmektedir.  

GÖRSEL 11. HTŞ’YE AİT VİDEODAN EKRAN GÖRÜNTÜSÜ  

Like DAESH, HTS coats suicide vehicles with armor. However, differently 
from the attacks that were committed so far, Figure 13 indicates the use of tablets 
in vehicles used by HTS. Drones used during the suicide attacks of DAESH were 
guided by an operator, the information received at a video-watch center was instantly 
transferred to the suicide attacker through radio, and the attack was accurately 
guided to the target. On the other hand, HTS seems to have developed the following 
method of attack: The driver had live streaming from the drone’s camera and was 
able to commit the attacks with greater precision.

31. Fred Pleitgen, “Russian Airbase Attacked by Drones in Syria”, CNN, August 5, 2018.
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Another indication that HTS has taken UAVs to a different level –as opposed 
to other NSAAs– is presented in Figure 14. The images from a HTS video broadcast 
for propaganda in January 2018 show the group engaged in combat with DAESH 
in East Hama. It appears from the video that with the use of drones HTS elements 
discovered the location of DAESH militants who had escaped after the fight and 
located their escape route. With the guidance of the UAV images, HTS militants 
with a tank captured the runaway DAESH militants and neutralized them.

FIGURE 14. SCREENSHOT OF A HTS VIDEO
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FIGURE 15. SCREENSHOT OF A HTS VIDEO 

 

Apparently, HTS uses drones in an effective way for vectoring mortar attacks to target. Figure 15 shows 40 

rockets, guided by a drone, that were launched into the Shiite militia region and the regime units. Thanks to 

prior planning and the guidance by the drone, the targets of the attack in Aleppo were hit more accurately, 

causing more causalities among the Shiite militia and regime elements.32 Meanwhile, the images captured by 

the drone were used for propaganda purposes. 

When HTS’s use of drones is examined in general, it is seen that the group has completed the adaptation 

process and by using DAESH’s methods of attack, it has carried drone employment and attack tactics even 

                                                             
32 Muhammed Bedr, “ خیراوصلا تارشعب ھفادھتسلا ةمدخلا نع يركسعلا ةامح راطم جورخ : رصنلا شیجلا ”, Smart News, April 16, 2017, 
goo.gl/6jAhzD, (Retrieved on: November 20, 2018). 

FIGURE 15. SCREENSHOT OF A HTS VIDEO
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HTŞ’nin hedefe yönlendirmede de İHA’ları etkili bir şekilde kullandığı tespit edilmiştir. 

Görsel 12’de kırk adet roketin İHA yönlendirmesi ile Şii milis ve rejim unsurlarının 

bulunduğu bölgeye fırlatıldığı görülmektedir. İHA’nın daha önceden tespit etmesi ve 

yönlendirmesi ile Halep’te yapılan saldırının hedefleri daha isabetli vurması sağlanmış ve Şii 

milis ile rejim unsurlarında zayiata sebep olunmuştur.32 Aynı zamanda İHA tarafından çekilen 

görüntüler propaganda amacıyla da kullanılmıştır.  

GÖRSEL 12. HTŞ’YE AİT VİDEODAN EKRAN GÖRÜNTÜSÜ  

  

  

HTŞ’nin genel olarak ticari İHA kullanımı incelendiğinde hem adaptasyon sürecini 

tamamladığı hem de DEAŞ’ın saldırı taktiklerini kullanarak İHA istihdamını ve saldırı 

yöntemlerini daha da ileriye taşıdığı görülmüştür. Bu başarıda yoğun çatışma ortamına sahip 

çevre faktörü ile teknik bilgisi olan insan kaynağı etkilidir.  

                                                            
32 Muhammed Bedr, “ خروج مطار حماة العسكري عن الخدمة لاستهدافه بعشرات الصواريخ: الجيش النصر  ”, Smart News, 
goo.gl/6jAhzD, (Erişim tarihi: 20 Kasım 2018). 

Apparently, HTS uses drones in an effective way for vectoring mortar 
attacks to target. Figure 15 shows 40 rockets, guided by a drone, that were 
launched into the Shiite militia region and the regime units. Thanks to prior 
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planning and the guidance by the drone, the targets of the attack in Aleppo 
were hit more accurately, causing more causalities among the Shiite militia and 
regime elements.32 Meanwhile, the images captured by the drone were used for 
propaganda purposes.

When HTS’s use of drones is examined in general, it is seen that the group 
has completed the adaptation process and by using DAESH’s methods of attack, 
it has carried drone employment and attack tactics even further. Human resources 
equipped with technical know-how and the environmental factors of an intense 
conflict environment have played a role in this development.

HEZBOLLAH
Hezbollah has completed its own process of adaptation to UAV technology. Many 
Hezbollah drones fly to Israel through the Baqa Valley. Hezbollah is thought 
to have a small swarm of drones consisting of about 200 UAVs of different 
types and sizes. The increasing risk of Hamas’s using drones and rockets and 
Hezbollah’s increasing drone capacity aggrandized Israel’s perception of threat, 
and led Israel to improve its capacity to detect, diagnose, and destroy threats 
through the Iron Dome.33

Although the U.S. has added two Chinese companies selling drones to 
Hezbollah to the sanction list as of November 2015, and Israel tried to hinder 
Hezbollah’s drone capacity, the group seems to manage using both small and 
large drones and has improved its capabilities in the environment of the Syrian 
conflict even further. For instance, Hezbollah broadcast a video of a drone used 
to coordinate an artillery shooting against HTS during a combat in the Kalamun 
enclave, Syria. Another Hezbollah video shows an attack against DAESH by an 
IED-loaded drone.

The attack of an IED-loaded drone in Figure 16 shows that for the first time, 
Hezbollah used a commercial type drone for offensive purposes.34 It is apparent that 
the measures taken by Israel directly influenced Hamas’s learning process, but this 
was not the case for Hezbollah. In fact, Hezbollah improved in this area as a result of 
the environment in Syria where intense conflict exists.

32. Muhammed Bedr, “الجيش النصر : خروج مطار حماة العسكري عن الخدمة لاستهدافه بعشرات الصواريخ”, Smart News, April 
16, 2017, goo.gl/6jAhzD, (Retrieved on: November 20, 2018).
33. Avery Plaw and Elizabeth Santoro, “Reaping the Whirlwind: Drones Flown by Non-State Actors Now Pose a 
Lethal Threat”, Terrorism Monitor, Vol: 15, Issue: 17, (2017).
34. “Hezbollah Uses Drones against ISIS in Syria”, Reuters, August 21, 2017.
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FIGURE 16. SCREENSHOT OF A HEZBOLLAH VIDEO

28 
 

Hizbullah  

Hizbullah İHA teknolojisi konusunda kendi adaptasyon sürecini tamamlamıştır. Birçok 

Hizbullah İHA’sı Beka vadisi üzerinden İsrail’e uçmaktadır. Hizbullah’ın değişik tipte ve 

ebatta sayısı 200’e yaklaşan küçük bir İHA filosu olduğu düşünülmektedir. Hamas’ın İHA ve 

roket kullanma riski ile Hizbullah’ın artan İHA kapasitesi İsrail’in tehdit algısını artırmış, bu 

durumda İsrail’i Demir Kubbe aracılığıyla tehditleri tespit, teşhis ve imha kapasitesini 

yükseltmeye itmiştir.33 Her ne kadar ABD Kasım 2015 itibarıyla Hizbullah’a İHA satan iki 

Çinli firmayı yaptırım listesine almış ve İsrail Hizbullah’ın İHA kapasitesini engellemeye 

çalışmışsa da Hizbullah’ın hem küçük hem de büyük İHA’ları kullanabildiği ve bu niteliğini 

Suriye çatışma ortamında daha da ileriye taşıdığı değerlendirilmektedir. Örneğin Suriye 

Kalamun’da girdikleri çatışmada HTŞ militanlarına yapacakları top atışını koordine etmek 

maksadıyla kullandıkları İHA’ya ait videoyu yayınlamışlardır. Ayrıca yayınladıkları diğer bir 

videoda da EYP yüklü İHA ile DEAŞ’a saldırdıkları görülmektedir.  

GÖRSEL 13. HİZBULLAH’A AİT VİDEO GÖRÜNTÜSÜ  

 

Görsel 13’te görülen EYP yüklü İHA ile yapılan saldırı Hizbullah tarafından ilk defa ticari tip 

bir İHA’nın taarruz maksadıyla kullanıldığının görüntüsüne aittir.34 Görüldüğü gibi İsrail’in 

aldığı tedbirler Hamas’ın öğrenme sürecini direkt etkilerken Hizbullah için böyle bir durum 

söz konusu olmamıştır. Hatta Hizbullah yoğun çatışma ortamının bulunduğu Suriye’de çevre 

faktörünün etkisiyle kendisini bu alanda daha da ileriye taşımıştır.  

                                                            
33 Avery Plaw ve Elizabeth Santoro, “Reaping the Whirlwind: Drones Flown by Non-state Actors Now Pose a 
Lethal Threat”, Terrorism Monitor, Cilt: 15, Sayı: 17, (2017). 
34 “Hezbollah Uses Drones against ISIS in Syria”, Reuters, 21 Ağustos 2017. 

THE HOUTHI MOVEMENT
It can be said that the Houthis are more advanced in using autonomous technologies 
than other non-state actors. Iran’s support of the Houthis, in this regard, is an 
effective factor in self-development. The Houthis seized Yemen’s coastal missile 
batteries and the sea mines and sea surface missiles in the Yemen arsenals in 2015. 
All of these systems are included in their modernization program with the support 
of Tehran and are integrated with the Iranian systems. After this integration, the 
Houthis have begun to use the autonomous systems for both air and sea attacks. Sea-
surface missiles were mounted on Houthis boats. In addition, by establishing close 
to 30 coastwatcher stations, the Houthis have the opportunity to determine their 
attacks and coordinate them on the sea.35

The Houthis have reached the level to be able to threaten the coastal forces of 
the coalition forces in the Bab-el-Mandeb strait and the oil trade of the coalition 
countries by self-guiding boats named “Shark-33”. A Shark-33 was used in an 
attack on a Saudi Arabian frigate on January 30, 2017 that killed three Saudi 
sailors.36 In another attack in July 2018, Saudi oil tankers suffered damages in the 
Bab-el-Mandeb strait. Following this, the Saudis announced the suspension of all 
oil shipments until further notice.37

35. Michael Knights, “The Houthi War Machine: From Guerrilla War to State Capture”, CTC Sentinel, Vol: 11, 
Issue: 8, (2018), pp. 20-21.
36. Rıfat Süleyman, “فرقاطة سعدية تتعرض لهجوم من قبل زوارق يقودها انتحاريون غرب ميناء الحديدة”, Arabic RT, January 30, 
2017, https://goo.gl/ZOapLk, (Retrieved on: May 24, 2017).
37. Ellen R Wald, “Attack on Saudi Oil Tanker in Red Sea Prompts Halt to Oil Shipments”, Forbes, July 25, 2018.
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The IEDs mounted inside the Shark-33 boats are camouflaged by being loaded 
with fish. Thus, boats look like fishermen’s boats and cannot be perceived as a threat 
until last minute. The boats reach a 35-40 knot speed and owing to GPS they can be 
guided to the target from a nearby ship. Again, the attack is recorded from another 
ship or boat nearby for propaganda purposes.38

FIGURE 17. QASF-1 DRONES USED BY THE HOUTHIS
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amacıyladır.39 Hem Suudi Arabistan hem de BAE satıhtan havaya güdümlü MIM-104 Patriot 

füze rampalarını kullanmaktadır. Bahse konu rampalar Husilerin Suudi Arabistan’a fırlattığı 

balistik füzeleri belirleyip imha etmek içindir. Yemen’de çatışmaların başlamasıyla birlikte 

yaklaşık iki yıl boyunca bu rampalar başarılı bir şekilde görevini yerine getirmiştir.40 Ancak 

İran’ın da desteğiyle bu rampalara karşı başlatılan İHA kamikaze saldırıları koalisyona 

maliyet olarak yük getirmiştir. Çünkü İHA ile yapılan kamikaze saldırısı başarısız bile olsa 

birkaç bin dolar harcanarak yapılan İHA milyon dolarlık bir SAM füzesi ile düşürülmek 

zorunda kalmaktadır. Görsel 14’te Husiler tarafından kullanılan, koalisyon güçlerince 

düşürülerek ele geçirilen ve 19 Haziran 2018 tarihinde BAE’de düzenlenen bir sergide 

sunuma açılan Kasf İHA’ları görülmektedir.  

GÖRSEL 14. HUSİLER TARAFINDAN KULLANILAN KASF İHA’LARI  

   

 

İHA’lar kamikaze saldırısı haricinde EYP bırakarak saldırmak için de Husiler tarafından 

kullanılmaktadır. Husi yayın organı Al-Masirah televizyon kanalına göre Sammad-3 İHA’sı 

BAE’nin Abu Dhabi havaalanına 1.500 kilometrelik uçuş sonrası üç saldırı gerçekleştirmiştir. 

Bu haber BAE tarafından yalanlansa da o gün havaalanından patlama sesleri geldiği 

                                                            
39 “Iranian Technology Transfers to Yemen”, Conflict Armament Research Perspective, Mart 2017, s. 2-5. 
40 Tyler Rogoway, “Suicide Drones Have Migrated to the Conflict in Yemen”, The Drive, 24 Mart 2017, 
www.thedrive.com/the-war-zone/8586/suicide-drones-have-migrated-to-the-conflict-in-yemen, (Erişim tarihi: 1 
Eylül 2018). 

In addition to self-guiding systems in the sea, the Houthis seem to benefit 
from airborne drones. These are the type of Ababil drones that Tehran provides to 
Hamas and, again, they are transferred to the Houthis by Iran. The drones redubbed 
“Qasf-1” (aerial bombardment) by the Houthis are used for Kamikaze attacks on the 
Saudi Patriot surface-to-air missile system.39 Both Saudi Arabia and the UAE use the 
surface-to-air MIM-104 Patriot missile launchers. These ramps are for detecting and 
destroying ballistic missiles launched by the Houthis into Saudi Arabia. With the 
onset of the conflicts in Yemen, these ramps have successfully performed their duties 

38. Knights, “The Houthi War Machine: From Guerrilla War to State Capture”, pp. 20-21.
39. “Iranian Technology Transfers to Yemen”, Conflict Armament Research Perspective, (March 2017), pp. 2-5.
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for nearly two years.40 However, the Iranian-backed kamikaze drone attacks on these 
ramps have added a burden of cost to the coalition. Because even if a kamikaze drone 
attack is unsuccessful, a drone manufactured by spending a couple of thousands 
of dollars has to be downed by a million-dollar SAM missile. Figure 17 shows the 
Qasf-1 drones used by the Houthis, which were seized by the coalition forces and 
presented in an exhibition on June 19, 2018 in the UAE.

Other than kamikaze attacks, the Houthis also use IED-laden drones for assaults. 
According to Al-Masirah television channel, three attacks were committed by the 
Sammad-3 drone after 1,500 kilometers of flight to Abu Dhabi Airport in the UAE. 
Although the UAE denied the news, explosions were heard from the airport.41 Again, 
in another incident, the Houthis announced their attack on the King Khalid Air 
Base in the province of Khamis Mushait, Saudi Arabia.42 No video footage of these 
attacks has been provided, however. Figure 18 depicts another attack recorded and 
uploaded to the Internet by the Houthis for propaganda purposes. This attack was 
against the coalition forces located 45 kilometers south of the port of Al-Hudaydah 
in Yemen. Again, there is no video footage of the moment of explosion.

FIGURE 18. QASF-1 DRONES USED BY THE HOUTHIS
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belirtilmektedir.41 Yine bir diğer saldırıda Husiler Suudi Arabistan’ın Hamis Muşayt şehrinde 

bulunan Kral Halid hava üssüne İHA ile saldırdığını duyurmuştur.42 Bu saldırıların 

görüntüleri bulunmamaktadır. Ancak Görsel 15’te Husiler tarafından kayda alınan ve 

propaganda amacıyla internete yüklenen bir başka saldırı anı görülebilmektedir. Saldırı 

Hudeyda limanının 45 kilometre güneyinde koalisyon güçlerine karşı gerçekleştirilmiştir. 

Ancak bu sefer de patlama anına ait bir görüntü bulunmamaktadır.  

GÖRSEL 15. HUSİLER TARAFINDAN KULLANILAN KASF İHA’LARI  

 

İHA’ların bir diğer kullanım şekli olan düşman hedeflerine top atışı yönlendirilmesinin de 

Husiler tarafından kullanıldığı tespit edilmiştir. 11 Eylül 2018’de Hudeya’nın yaklaşık 2,5 

kilometre güneyindeki koalisyon unsurlarının bulunduğu dört farklı nokta İHA’nın 

yönlendirmesiyle yapılan top atışı sonrası başarılı bir şekilde vurulmuştur. Bu saldırının İHA 

görüntüleri Husiler tarafından saldırı sonrası yayınlanmıştır.43 Görsel 16’da saldırı anının 

videodan alınmış ekran görüntüsü görülebilmektedir. Bu tarz saldırılar İHA’lar ile birlikte 

yapılan top atışlarının çok daha efektif olduğunun göstergesidir. Atış yapılacak hedefin 

İHA’lar ile koordinatlarının tam olarak belirlenip imha edilmesinin ancak nizami orduların 

imkan kabiliyeti olduğu düşünülmektedir. Ancak ticari İHA’ların devlet dışı aktörler 

tarafından kullanımı ile birlikte bu algı da değişmiştir. Artık devlet dışı silahlı aktörler İHA 

                                                            
41 “Yemen’s Rebels ‘Attack’ Abu Dhabi Airport Using a Drone”, Aljazeera, 27 Temmuz 2018. 
 .Aljazeera, 4 Ağustos 2018 ,”الحوثيون يستهدفون قاعدة جوية سعودية بطائرة مسيرة“ 42
43 Jeremy Binnie, “Yemeni rebels use UAVs for artillery spotting”, Jane’s 360, 12 Eylül 2018, www.janes.com/ 
article/82920/yemeni-rebels-use-uavs-for-artillery-spotting?from_rss=1, (Erişim tarihi: 16 Eylül 2018). 

40. Tyler Rogoway, “Suicide Drones Have Migrated to the Conflict in Yemen”, The Drive, March 24, 2017, www. 
thedrive.com/the-war-zone/8586/suicide-drones-have-migrated-to-the-conflict-in-yemen, (Retrieved on: 
September 1, 2018).
41. “Yemen’s Rebels ‘Attack’ Abu Dhabi Airport Using a Drone”, Aljazeera, July 27, 2018.
.Aljazeera, August 4, 2018 ,”الحوثيون يستهدفون قاعدة جوية سعودية بطائرة مسيرة“ .42
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It has also been observed that the Houthis have committed artillery shootings 
vectored by drones - another way of using UAVs. On September 11, 2018, four 
different points, including the coalition elements about 2.5 kilometers south of Al-
Hudaydah, were hit with precision through drone-guided artillery shooting. The 
Houthis afterwards published the drone images of this attack.43 Figure 19 depicts a 
screenshot of video footage of the moment of attack. Similar types of attacks prove 
drone-guided artillery shootings seem much more effective. It is believed that only 
regular armies have the capability to determine fully coordinates of a chosen target 
and destroy it. However, this perception has changed with the use of commercial 
drones by NSAAs. Now, NSAAs are capable of detecting and shooting targets with 
the help of drones, and correcting detected target deviations (if any), thus hitting the 
target with full precision.

FIGURE 19. SCREENSHOT OF VIDEO FOOTAGE BY HOUTHIS

32 
 

yardımıyla bir yandan hedef tespit edip atış yaparken bir yandan da hedefteki sapmayı görerek 

anlık verdiği düzeltmeler ile hedefleri tam olarak vurabilmektedir.  

GÖRSEL 16. HUSİLERE AİT VİDEODAN GÖRÜNTÜ  

 

İHA’nın yönlendirmesiyle yapılan diğer bir saldırı 3 Kasım 2018’de Hudeyda’da koalisyonun 

operasyon için oluşturduğu konvoya yapılmıştır. Husilere ait İHA’nın anlık çektiği 

görüntülerin yönlendirmesiyle koalisyona ait konvoy yine Husilerin Bedr-1P füzesi ile 

vurulmuş ve koalisyona ait unsurlara zayiat verilmiştir.44 Kısa menzilli balistik Bedr-P1 

füzesinin Bedr-1’in daha geliştirilmiş hali olduğu ve birçok test sonrası başarı ile üretildiği ilk 

defa 28 Ekim 2018’de Husi Füze Birliğinin yaptığı açıklama ile duyurulmuştur.45 Üretiminin 

başarılı bir şekilde gerçekleştirildiğinin açıklanmasından sadece birkaç gün sonra koalisyon 

unsurlarına karşı İHA yönlendirmesiyle başarılı bir şekilde kullanılmıştır. Görsel 17’de 

yapılan saldırı görülebilmektedir.  

GÖRSEL 17. HUSİLERE AİT VİDEODAN GÖRÜNTÜ  

                                                            
 .Almasirah, 3 Kasım 2018 ,”شاهد لحظة استهداف أرتال الغزاة بصاروخ باليستي في الساحل الغربي“ 44
 /Almawqea, 29 Ekim 2018, almawqea.net ,”جماعة الحوثي تدعو التحالف لتصفير عداد الصواريخ“ 45
news/35243#.W97ezJMza70, (Erişim tarihi: 5 Kasım 2018). 

Another attack guided by a drone was carried out on November 3, 2018 in Al-
Hudaydah against a coalition convoy out on an operation. The convoy was hit by the 
Houthis’ drone-guided Bedr-1P missile and the images of the attack were captured 
instantaneously.44 It was announced by the Houthi Missile Unit on October 28, 
2018 that the short-range Bedr-1P missile is the advanced form of the Bedr-1 
manufactured after many successful tests.45 The drone-guided missile was successfully 
used against the coalition elements only a few days after the announcement of its 
successful manufacturing. Figure 20 depicts an image of the attack.

43. Jeremy Binnie, “Yemeni Rebels Use UAVs for Artillery Spotting”, Jane’s 360, September 12, 2018, www.janep.
com/ article/82920/yemeni-rebels-use-uavs-for-artillery-spotting?from_rss=1, (Retrieved on: September 16, 2018).
.Almasirah, November 3, 2018 ,”شاهد لحظة استهداف أرتال الغزاة بصاروخ باليستي في الساحل الغربي“ .44
الصواريخ“ .45 عداد  لتصفير  التحالف  تدعو  الحوثي  .Almawqea, October 29, 2018, almawqea.net/ news/35243# ,”جماعة 
W97ezJMza70, (Retrieved on: November 5, 2018).
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The Houthis seem to have completed the adaptation process to autonomous 
systems, both in sea and air, with the support of Iran. Thus, the group poses a threat 
against the existence of the coalition elements in the Red Sea and the energy supply 
of the coalition countries via the sea. The Houthis have become the second NSAA 
to take advantage of the autonomous marine systems after the use of autonomous 
submarines in South America for drug trafficking purpose. But they are the first 
in using autonomous marine systems for attack purposes. The completion of the 
Houthis’ technology adoption process has been made possible by the intense-conflict 
environment and Iran’s support.

FIGURE 20. SCREENSHOT OF VIDEO FOOTAGE BY THE HOUTHIS
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Husilerin İran’ın desteğiyle hem denizden hem de havadan otonom sistemlere adaptasyon 

sürecini tamamladığı görülmektedir. Bunun sayesinde koalisyon unsurlarının Kızıldeniz’deki 

varlığı ile koalisyon ülkelerinin deniz üzerinden enerji arzı tehdit altına alınabilmiştir. Güney 

Amerika’da uyuşturucu ticaretinde otonom denizaltılarının kullanılması sonrası otonom deniz 

sistemlerinden yararlanan ikinci devlet dışı aktör Husiler olmuştur. Ancak bunları saldırı 

amacıyla kullanan ilk aktördür. Husilerin adaptasyon sürecini tamamlamasında etkili olan 

nedenler yoğun çatışma ortamının bulunduğu çevre faktörü ile İran’ın desteğidir.  

PYD/PKK  

DEAŞ İHA’ları devlet dışında ilk olarak Peşmerge, Haşdi Şabi ve PYD/PKK’ya karşı 

kullanmıştır. Dolayısıyla bu gruplar da ilk olarak İHA kullanımını öğrenen gruplar 

arasındadır. Söz konusu örgütler ilk etapta kendi adaptasyon süreçlerini tamamlamaktan 

ziyade doğrudan DEAŞ’tan ele geçirdiği hazır İHA’ları kullanmayı tercih etmişlerdir. Bu 

kapsamda PYD/PKK Rakka operasyonu sırasında DEAŞ’tan ele geçirdiği EYP yüklü İHA’lar 

ile Türk Silahlı Kuvvetlerine (TSK) karşı bombalı saldırı düzenlemeye çalışmıştır. Hakkari 

merkezde PKK’lı teröristlerce kullanılan ve el bombası tuzaklanan bir İHA askeri birlik 

üzerine indirilmeye çalışılırken düşürülmüştür.46 Bir diğer EYP yüklü İHA Kasım 2017’de 

                                                            
46 “Hakkari’de PKK’lı Teröristlerin Kullandığı Drone Düşürüldü”, Türkiye, 13 Ekim 2016. 

PYD/PKK
Outside its territory, DAESH has used drones against the Peshmerga, Hashd al-
Shaabi, and the PYD/PKK. Therefore, these groups are among the first to have 
learned the use of drones. Rather than completing their own adaptation processes, 
they preferred to use ready-to-attack drones seized directly from DAESH. In this 
context, the PYD/PKK attempted several bomb attacks against the Turkish Armed 
Forces (TAF) with IED-loaded drones which were seized from DAESH during 
the Raqqa operation. Turkish forces downed an IED-laden PKK drone targeting 
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a military unit in downtown Hakkari.46 Another IED-loaded drone was destroyed 
during an operation in November 2017.47 In addition, on May 3, 2018, the TAF 
using anti-drone elements thwarted an attempted drone attack in the region of 
Mount Güven Military Base in Zap, north of Iraq.48

FIGURE 21. A PYD/PKK DRONE
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TSK tarafından gerçekleştirilen bir operasyon sırasında imha edilmiştir.47 Görsel 18’de 

düşürülen EYP yüklü İHA görülmektedir. Ayrıca 3 Mayıs 2018’de Irak kuzeyi Zap’ta 

bulunan Güven üs bölgesine İHA ile yapılmak istenen saldırı TSK’nın İHA savar unsurları ile 

etkisiz hale getirilmiştir.48 

GÖRSEL 18. PYD/PKK’YA AİT İHA 

 

Ancak bu zaman zarfında PYD/PKK İHA kullanımı konusunda kendini geliştirmeye devam 

etmiştir. Bu kapsamda en detaylı saldırı girişimini 10 Kasım 2018’de Şırnak’ta 

gerçekleştirmiştir. Saldırıda tek bir noktaya çoklu saldırı düzenlemekten ziyade birden çok 

askeri noktaya çivilerle güçlendirilmiş plastik patlayıcı yüklenmiş toplam sekiz adet İHA’nın 

gönderildiği görülmüştür.49 Saldırıda 10 Kasım törenleri sırasında açık havada bulunan askeri 

personelin hedef alındığı değerlendirilmektedir. Kullanılan İHA’ların bir kısmı doğrudan atış 

yöntemiyle İHA’nın havada vurularak düşürülmesiyle bir kısmı da İHA’nın kendi kendine 

düşmesiyle ele geçirilmiştir. Kalan İHA’lar ise kamikaze İHA’sı olarak tören alanına 

düşürülmüş ancak tören alanında bulunan elektronik karıştırıcılar sayesinde İHA’ya yüklü 

patlayıcı madde patlatılamamıştır. Görsel 19’da saldırı sonrası ele geçirilen İHA’lar 

görülmektedir.  

GÖRSEL 19. PYD/PKK’NIN KAMİKAZE İHA SALDIRISI 

                                                            
47 “Ağrı’da Bombalı PKK Drone’u Düşürüldü”, NTV, 12 Kasım 2017. 
48 “Teröristlere Ait Drone Düşürüldü”, Anadolu Ajansı, 3 Mayıs 2018. 
49 “Teröristler Şırnak’ta 8 Model Uçakla Saldırı Düzenledi”, Habertürk, 11 Kasım 2018. 

In the meantime, however, the PYD/PKK has continued to develop its abilities 
to use drones. To this end, the terrorist organization organized the most sophisticated 
attack on November 10, 2018 in Şırnak, east of Turkey. Instead of having multiple 
attacks on a single point, the terrorists sent a total of eight UAVs loaded with nail-
enforced plastic explosives to multiple military points targeting military personnel 
outside during a commemoration ceremony.49 The assault targeted military personnel 
who were in the open due to the commemorative ceremony for Ataturk on November 
10. Some of the drones were halted with direct gunshots and some crashed on their 
own. The remaining UAVs were used for kamikaze attacks to hit the ceremony area, 
but the explosives on the drones were neutralized with electronic jammers. Figure 22 
depicts the drones confiscated following the attack.

A closer look at the image reveals that X-UAV Talon type drones were used and 
an IED release mechanism was not installed, but instead, plastic explosives were 
wrapped around the drone. That led to the drone’s failure to be used for a kamikaze 
attack because of the electronic jammers. Considering that all of the drones were 

46. “Hakkari’de PKK’lı Teröristlerin Kullandığı Drone Düşürüldü”, Türkiye, October 13, 2016.
47. “Ağrı’da Bombalı PKK Drone’u Düşürüldü”, NTV, November 12, 2017.
48. “Teröristlere Ait Drone Düşürüldü”, Anadolu Ajansı, May 3, 2018.
49. “Teröristler Şırnak’ta 8 Model Uçakla Saldırı Düzenledi”, Habertürk, November 11, 2018.
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camouflaged and an attempt was made to attack eight different points at the same 
time, it is thought that the terrorist organization was trying to create the impression 
that they have regular air capability. 

FIGURE 22. A KAMIKAZE DRONE ATTACK BY PYD/PKK
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Görseller incelendiğinde X-UAV Talon tipi İHA kullanıldığı ve İHA’lara EYP bırakma 

mekanizması monte edilmediği, bunun yerine plastik patlayıcıların bant ile İHA’ya 

yapıştırılmasının tercih edildiği görülmektedir. Bu da kamikaze saldırısı için kullanılması 

hedeflenen İHA’ların elektronik karıştırıcılar sayesinde hedefine ulaşamamasına sebep 

olmuştur. İHA’ların hepsinin kamuflaj rengine boyanması ve aynı anda sekiz farklı noktada 

saldırı girişiminde bulunulması göz önüne alındığında terör örgütünün nizami bir hava 

kabiliyeti olduğu algısı oluşturmaya çalıştığı tahmin edilmektedir. Nitekim saldırı PKK/PYD 

tarafından üstlenilmiş ve saldırının yeni bir taktik ile gerçekleştirildiği açıklanmıştır.  

Geliştirilen bu yeni taktik çerçevesinde PYD/PKK tarafından 1 Ocak 2019’da üç adet C4 

patlayıcı yüklü İHA ile yeni bir saldırı gerçekleştirilmiştir. Saldırıda kullanılan İHA’lardan 

ikisi Silopi ilçesindeki Şehit Ercüment Türkmen Kışlasını, biri ise Cizre İlçe Jandarma 

Komutanlığını hedef almıştır.50 Saldırı sırasında kaydedilen görüntülerden İHA’ların 

doğrudan atış yöntemiyle etkisiz hale getirilmeye çalışıldığı görülmektedir. Bu aslında İHA 

ile en etkisiz mücadele yöntemidir. Nitekim İHA’lar yoğun bir şekilde ateş altına alınmasına 

karşın bunlardan sadece bir tanesi etkisiz hale getirilebilmiştir. Diğer ikisi ise kamikaze 

                                                            
50 “Hain Saldırı Son Anda Engellendi”, Haber7, 1 Ocak 2019. 

With regard to this newly developed tactic, a new attack using three nail-
reinforced, C4 plastic explosive-loaded drones was carried out by the PKK/PYD on 
January 1, 2019. Two of the drones used in the attack targeted the Martyr Ercüment 
Türkmen Barracks in the town of Silopi, and one the District Gendarmerie Command 
in the town of Cizre.50 As can be observed in the footage recorded during the attack, 
attempts were made to neutralize the drones by direct shooting. This is the most 
ineffective counteraction against drones. Indeed, although the drones were taken 
under heavy fire, only one of the drones used in the attack could be neutralized. The 
other two exploded on the ground where they crashed as kamikaze drones.51 Figure 
23 shows the drone pieces seized after the attack.

An examination of Figure 23 shows the numbers on the wings. Similarly, there 
were numbers on the drones used in the attack on November 10, 2018. Also, C4 
explosives reinforced with nails were used in both of the attacks and both took place in 
the region of Şırnak. Thus, it is thought that the drones were manufactured at the same 
place, which is in close proximity to Şırnak and somewhere beyond the Syrian border.

50. “Hain Saldırı Son Anda Engellendi”, Haber 7, January 1, 2019.
51. Sertaç Aksan, “Şırnak’ta Üç Model Uçak Düşürüldü”, Yeni Şafak, January 1, 2019.
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FIGURE 23. A KAMIKAZE DRONE ATTACK BY PYD/PKK
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İHA’sı olarak düştüğü yerde patlamıştır.51 Görsel 20’de saldırı sonrası ele geçirilen İHA 

parçaları görülmektedir.  

GÖRSEL 20. PYD/PKK’NIN KAMİKAZE İHA SALDIRISI 

   

Görsel 20 incelendiğinde kanatlarda numaraların bulunduğu görülmektedir. 10 Kasım 

2018’deki saldırıda kullanılan İHA’ların da kanatlarında numaraların bulunduğu, iki saldırıda 

da çivilerle güçlendirilmiş C4 tipi patlayıcı madde kullanıldığı ve iki saldırının da Şırnak 

bölgesinde yapıldığı göz önüne alındığında bu İHA’ların aynı atölyede üretilmiş olabileceği 

ve buranın da Şırnak’a yakın bir yerde, Suriye tarafında olabileceği değerlendirilmektedir.  

Son iki senedir PYD/PKK tarafından gerçekleştirilen saldırılara bakıldığında örgütün İHA’ları 

hem kamikaze hem de havadan EYP bırakarak saldırı amacıyla kullandığı görülmektedir. Her 

ne kadar DEAŞ gibi etkili İHA kullanımı PYD/PKK için geçerli olmasa da ve bu zamana 

kadarki PYD/PKK’nın İHA saldırıları engellenebilse de önümüzdeki dönemde TSK’ya karşı 

İHA saldırılarının artabileceği ve PYD/PKK’nın saldırı yöntemlerini çeşitlendirerek 

geliştirebileceği değerlendirilmektedir.52 PYD/PKK bu zamana kadarki saldırılarında farklı 

noktalara aynı anda saldırmayı tercih etmiştir. Ancak tek bir noktaya sürü şeklinde saldırı 

gerçekleştirilmesi durumunda anti-İHA sistemlerinin yetersizliği sebebiyle sıkıntı 

yaşanabilme ihtimali bulunmaktadır. Bu sebeple özellikle kritik bölgelerde İHA saldırılarına 
                                                            
51 Sertaç Aksan, “Şırnak’ta Üç Model Uçak Düşürüldü”, Yeni Şafak, 1 Ocak 2019. 
52 Arda Mevlütoğlu, “10 Kasım Bombalı İHA Saldırıları Üzerine Bazı Notlar”, Siyah Gri Beyaz, 26 Kasım 2018, 
www.siyahgribeyaz.com/2018/11/10-kasm-bombal-iha-saldrlar-uzerine-baz.html, (Erişim tarihi: 29 Kasım 
2018). 

When the attacks of the PYD/PKK for the last two years are examined, it 
becomes clear that the terrorist organization has used drones both for the purpose of 
kamikaze attacks and for dropping the IEDs installed on them. However, the PKK/
PYD has not been able to use drones as efficiently as DAESH and there have not 
been any casualties or injuries in drone attacks by the PKK/PYD to date. Yet, it is 
evaluated that the PYD/PKK can increase the number of drone attacks and diversify 
its drone attack methods against the TAF in the upcoming period.52 The terrorist 
organization has preferred to attack multiple targets at the same time in its drone 
attacks. However, it is likely that given the lack of an anti-drone system, difficulty 
will arise if a swarm of drones attack on a single point. For this reason, it is necessary 
to be prepared against drone attacks in critical areas, especially in regions close to 
Syria, since the drone workshops captured by the PKK/PYD from DAESH are 
there. It should be kept in mind that the deactivation of drones by direct shooting is 
difficult and that neutralizing preprogrammed drones, the coordinates of which are 
sent to carry out attacks on certain points, may not be possible by using electronic 
jammers given that they are autonomous.

52. Arda Mevlütoğlu, “10 Kasım Bombalı İHA Saldırıları Üzerine Bazı Notlar”, Siyah Gri Beyaz, November 
26, 2018, www.siyahgribeyaz.com/2018/11/10-kasm-bombal-iha-saldrlar-uzerine-baz.html, (Retrieved on: 
November 29, 2018).
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THE USE OF DRONES IN 
AFRICA

GENERAL HAFTAR SUPPORTERS (LIBYA)
In North Africa, many NSAAs and terrorist organizations are located in Libya. 
Although the environmental conditions are appropriate, the systematic use of UAVs 
has not been detected in Libya. The first use of drones was by DAESH in 2016 
and the group shared images of a conflict which had been recorded by a drone in 
Benghazi.53 The first use of an IED-laden drone for attack purposes took place in 
Derna by pro-General Haftar forces.

FIGURE 24. A DRONE USED BY GENERAL HAFTAR’S SUPPORTERS
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AFRİKA’DA İHA KULLANIMI  
General Hafter Yanlıları: Libya  

Kuzey Afrika’da Libya çok fazla devlet dışı silahlı aktörün ve terör örgütünün yer aldığı bir 

coğrafyadır. Çevre koşulları uygunsa da sistematik bir İHA kullanımı Libya’da tespit 

edilememiştir. İlk kullanım DEAŞ tarafından 2016’da Bingazi’deki bir çatışmanın İHA 

tarafından çekilmiş görüntülerinin paylaşılmasıyla ortaya çıkmıştır.53 İlk EYP yüklü saldırı 

amaçlı İHA’dan yararlanma ise Dera’da General Hafter yanlıları tarafından 

gerçekleştirilmiştir. 

GÖRSEL 21. GENERAL HAFTER YANLILARININ KULLANDIĞI İHA  

  

Görsel 21’de General Hafter yanlıları tarafından 23 Nisan 2018’de İHA kullanılarak yapılan 

saldırı ve saldırı sonrası düşürülen İHA’nın görselleri görülmektedir. DJI Matrice tipi 

İHA’nın, iki adet EYP taşıyabilecek şekilde modernize edildiği anlaşılmaktadır. Görseldeki 

İHA Dera Mücahidlerin Şura Konseyi (MSCD) tarafından düşürülerek ele geçirilmiştir.  

GÖRSEL 22. İNTİHAR SALDIRI ARACINDA KULLANILAN EYP’LER VE 
PATLATMA DÜZENEĞİ 

                                                            
53 Wilayat Bargah, “Binghazi: The Meaning of Stability # 2”, 16 Ocak 2016. 

53. “Binghazi: The Meaning of Stability # 2”, Wilayat Bargah, January 16, 2016.
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Figure 24 shows a drone attack by the pro-Haftar groups on April 23, 2018 
and the images of a drone downed after the attack. Apparently, a DJI Matrice-type 
drone was modernized and loaded with two IEDs. It was shot down and seized by 
the Mujahedeen Shura Council in Derna.

FIGURE 25. IEDS AND THE DETONATION DEVICE USED IN A SVBIED
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Temmuz 2018’de DEAŞ tarafından yayınlanan bir videoda bomba yüklü intihar saldırısı 

aracının görüntüleri yer almıştır. Görsel 22’deki fotoğraflar incelendiğinde DEAŞ’ın Irak ve 

Suriye’de kullandığı EYP ve patlatma mekanizmalarının aynısının Libya’da da kullanıldığı 

görülmektedir. DEAŞ’ın Libya’da 2016’da propaganda faaliyeti için İHA’dan yararlandığı ve 

halihazırda Irak ile Suriye’deki yöntemlerini Libya’ya da aktardığı göz önüne alınırsa yakın 

gelecekte DEAŞ unsurları tarafından İHA’ların saldırı amaçlı ve daha sistematik bir şekilde 

kullanılabileceği değerlendirilmektedir. Libya’da bu kadar yoğun çatışma ortamına karşın 

İHA kullanımının az olması dikkat çekmektedir. Bunun sebebinin örgütlerin yönetimindeki 

bu yeni teknolojiyi kullanmaktaki eksiklik ya da teknik yetersizlik olduğu düşünülmektedir.  

Boko Haram  

DEAŞ kendini tarihsel bir miras üzerine dayandırmakta ve bu sebeple uluslararası bir örgüt 

olarak tanımlanmaktayken Boko Haram yerel bir örgüt şeklinde nitelendirilmektedir. 2009’da 

lider yapısındaki değişim sonrası uluslararası aşırıcı örgütlerin taktiklerini kopyalama sureti 

ile taktiksel adaptasyon sürecini başlatmıştır. Örgütün başına geçen Ebubekir Şekau taktiksel 

olarak diğer örgütleri kopyalarken ideolojik açıdan örgütü selefi bir pozisyona taşımıştır. Bu 

sebeple en çok DEAŞ’ın taktiklerini uygulamış, yaptıklarını örnek almıştır. DEAŞ halifeliğini 

ilan etmesinden hemen sonra Boko Haram da kendi bölgesinde halifeliğini duyurmuştur. 

DEAŞ tarafından yapılan insan kaçırma, suikast, infaz, kadınların intihar bombacısı olarak 

kullanılması, kadınların kaçırılıp köle yapılması veya ticari bir meta gibi satılması gibi 

eylemlerin benzerleri Boko Haram tarafından da gerçekleştirilmiştir.54 Bu taktiksel ve 

ideolojik yakınlaşma sonucu Boko Haram DEAŞ’a bağlılık ilan etmiş, sonrasında ise adını 

Batı Afrika İslam Devleti olarak değiştirmiştir. 55 

                                                            
54 Jacob Zenn, “Boko Haram beyond the Headlines: Analyses of Africa’s Enduring Insurgency”, West Point 

Combating Terrorism Center, Mayıs 2018, s. 3-110. 
55 Abubakar Yahaya, “Boko Haram and Islamic State of Iraq and Syria: The Nexus”, Polac International 
Journal of Humanities and Security Studies, Cilt: 2, Sayı: 1, (2016), s. 299-312. 

A video released by DAESH in July 2018 included the images of a SVBIED. 
When the photographs depicted in Figure 25 are examined, it becomes clear that 
the IEDs and blasting mechanisms used by DAESH in Iraq and Syria are also used 
in Libya. Considering that DAESH used drones for propaganda purposes in Libya 
in 2016 and has already transferred its methods from Iraq and Syria to Libya, it is 
considered that in the near future drones could be used more systematically and 
for attacking purposes. It is noteworthy that drones are used less in Libya despite 
the environment of intense conflict. One of the main reasons for this is the lack of 
technical capacity on the side of the NSAAs or the technical deficiencies in the use 
of this new technology. 

BOKO HARAM
DAESH is described as an international terrorist organization based on its self-
proclaimed historical heritage. Boko Haram, on the other hand, is considered a 
local one. After changing its leadership structure in 2009, Boko Haram initiated 
a tactical adaptation process by copying the tactics of international extremist 
organizations. Abubakar Shekau took the helm of the organization and tactically 
copied other organizations, carrying the ideological perspective of the organization 
to a Salafi position. He applied the tactics of DAESH and set their activities as 
an example. Immediately after DAESH announced the caliphate, Boko Haram 
declared its caliphate in its own territory. Similarly to DAESH, Boko Haram 
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organized assassinations, abducted people, kidnapped and sold women as slaves, 
and used them as suicide bombers.54 As a result of this tactical and ideological 
rapprochement, Boko Haram declared subordination to DAESH and changed its 
name to “West African Islamic State” soon thereafter.55

Boko Haram committed a SVBIED attack against the United Nations 
building on August 26, 2011. After this date, the group carried out suicide 
attacks with several bomb-laden vehicles by using female suicide bombers.56 
Boko Haram by closely following all of DAESH’s acts of terror has started to 
utilize drones as well. The first use of drones by Boko Haram was reported by 
the newspaper L’Oeil du Sahel on September 4, 2017. The relevant news read 
that Boko Haram utilizes drones in Cameroon and Nigeria for reconnaissance, 
surveillance, and attack.57

Boko Haram released a 16-minute propaganda video in January 2018. The 
seventh minute shows the use of drones for reconnaissance/surveillance over the 
areas where security forces are deployed.58 However, no IED-loaded drone attack 
has been carried out so far. The vehicles used by this terrorist group in suicide 
attacks are similar to the up-armored SVBIEDs employed by DAESH. On 
July 11, 2018, Boko Haram released a video titled “Tribulations and Blessings” 
showing the group’s use of up-armored vehicles in suicide attacks for the first 
time.59 The video also shows a SVBIED-manufacturing facility where these 
vehicles are prepared.

54. Jacob Zenn, “Boko Haram beyond the Headlines: Analyses of Africa’s Enduring Insurgency”, West Point 
Combating Terrorism Center, (May 2018), pp. 3-110.
55. Abubakar Yahaya, “Boko Haram and Islamic State of Iraq and Syria: The Nexus”, Polac International Journal of 
Humanities and Security Studies, Vol: 2, Issue: 1, (2016), pp. 299-312.
56. “Threat Tactics Report: Boko Haram”, United States Army Training and Doctrine Command, (January 2015), p. 12.
57. “Boko Haram Utilise les Drones”, L’Oeil du Sahel, September 4, 2017.
58. “Boko Haram Released Video Showing ‘Gunned down Aircraft’, Drone and Other Military Assets in Sambisa”, 
Salkida, January 14, 2018, https://salkida.com/boko-haram-released-video-showing-gunned-down-aircraft-
drone-and-other-military-assets-in-sambisa, (Retrieved on: January 17, 2018).
59. John Campbell, “Up-Armored SVBIEDs Make Their Way to Nigeria”, CFR, July 26, 2018.
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FIGURE 26. SCREENSHOT OF A BOKO HARAM VIDEO
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Görsel 23’te intihar saldırısının hazırlanış biçimi ve saldırı yönteminin DEAŞ ile aynı olduğu 

görülebilmektedir. Bu da Boko Haram’ın DEAŞ’ın taktiklerini kopyalamayı sürdürdüğünü 

göstermektedir. Bu sebeple şu zamana kadar İHA’ları sadece keşif/gözetleme faaliyetinde 

kullandığı tespit edilse de yakın gelecekte İHA’lar ile EYP’li saldırı gerçekleştirme veya 

intihar saldırısı araçlarını İHA’lar ile koordine etme süreçlerinin de adaptasyonunu 

tamamlayabileceği değerlendirilmektedir.  

İslam ve Müslümanların Zaferi Cemaati: Mali 

İHA kullandığı tespit edilen Afrika’daki bir diğer devlet dışı silahlı aktör İslam ve 

Müslümanların Zaferi Cemaati’dir (Jamā’at Nuṣrat al-Islām Wa-l-Muslimīn-JNIM). Grup 5 

Eylül 2018’de ABD tarafından terör örgütleri listesine alınmıştır.60 El Kaide’nin Mali ve Batı 

Afrika’daki uzantısı olan örgüt Mart 2017’de kurulduğundan bu yana Müslüman olmayan 

gruplara ve güvenlik güçlerine saldırılar düzenlemektedir. Örgüt 2012’den beri bölgede 

bulunan Fransız askeri varlığından rahatsızlık duymaktadır. Bu sebeple Burkina Faso’daki 

Fransız Büyükelçiliğine 3 Mart 2018’de, Timbuktu’daki Fransız üssüne ise Nisan 2018’de 

saldırı düzenlemiş ve yedi Fransız askerinin yaralanmasına sebep olmuştur. Üsse giriş 

yapabilmek amacıyla bomba yüklü intihar saldırı aracı kullanılmıştır. Ayrıca Temmuz 

                                                            
60 “State Department Terrorist Designation of Jama’at Nusrat al-Islam wal-Muslimin (JNIM)”, ABD State 
Department, 5 Eylül 2018, www.state.gov/r/pa/prs/ps/2018/09/285705.htm, (Erişim tarihi: 10 Eylül 2018). 

Figure 26 indicates that Boko Haram’s preparation for a suicide attack and its 
method of attack are the same as those of DAESH. This means that Boko Haram 
continues to copy DAESH tactics. For this reason, although it has been determined 
that the terror group has used drones only in reconnaissance/surveillance activities 
until now, it is pointed out that, in the near future, the group will be able to complete 
its process of adopting IED-laden drone attacks and vectoring SVBIEDs by drones.

JAMA’AT NUSRAT AL-ISLAM WAL-MUSLIMIN (JNIM)
Another NSAA in Africa using drones is Jama’at Nasrat al-Islam wal-Muslimin 
(JNIM). In September 2018, the U.S. State Department designated JNIM as a 
foreign terrorist organization.60 Since its formation in March 2017, JNIM, al Qaeda’s 
affiliate in Mali and West Africa, has been responsible for numerous attacks against 
both non-Muslims and regional security forces. The group is specifically opposed to 
France, which has maintained a military presence in Mali since 2012. For this reason, 
JNIM conducted a major attack on France’s embassy in Ouagadougou, Burkina 
Faso on March 3, 2018. It also orchestrated an attack in April 2018 on a French 
military base and UN mission in Timbuktu, Mali, and injured seven French soldiers. 
The group used a SVBIED to breach the base and organized another attack against 

60. “State Department Terrorist Designation of Jama’at Nusrat al-Islam wal-Muslimin (JNIM)”, United States 
Department of State, September 5, 2018, www.state.gov/r/pa/prs/ps/2018/09/285705.htm, (Retrieved on: 
September 10, 2018).
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French and UN forces in July 2018.61 Moreover, JNIM released a video entitled 
“And the Battle Continues” on September 2018 and announced its intention to 
continue attacks against the French military presence in Mali. 

JNIM released yet another video entitled “Deterring the Tyrants: 2” in March 
2018 showcasing a military camp called “Jerusalem.” When the images are examined, 
it is apparent that the training taking place in the camp was recorded by a commercial 
drone. Figure 27 depicts drone footage of the camp Jerusalem.62

FIGURE 27. SCREENSHOT OF A JNIM VIDEO
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2018’de Mali’de Fransız ve BM askerlerine saldırı düzenlenmiştir.61 Eylül 2018’de 

yayınladığı “And the Battle Continues” isimli videoda Mali’deki Fransız askeri varlığını 

hedef almaya devam edeceklerini duyurmuşlardır.  

JNIM’in Mart 2018’de yayınladığı “Deterring the Tyrants: 2” isimli videoda JNIM’e ait 

Kudüs askeri kampının görüntüleri yayınlanmıştır. Görüntüler incelendiğinde kampta yapılan 

eğitimlerin videosunun ticari İHA kullanılarak çekildiği tespit edilmiştir. Görsel 24’te Kudüs 

kampından İHA kamera kaydı görselleri bulunmaktadır.62  

GÖRSEL 24. JNIM VİDEOSUNDAN EKRAN GÖRÜNTÜSÜ 

  

  

Yeni kurulmuş bir örgüt olmakla birlikte saldırılarını yavaş yavaş artırmaktadır. Saldırılarında 

diğer örgütlerin kullandığı yöntem ve taktiklerden yararlanmaya başlamıştır. Bu kapsamda 

önümüzdeki süreçte Fransız askerlerine karşı Mali ve Burkina Faso’da EYP yüklü İHA’lar ile 

hava saldırıları gerçekleştirilebileceği değerlendirilmektedir.  

Afrika yoğun çatışma ortamının yarattığı çevre sayesinde İHA kullanımının en çok artacağı 

yerlerden biri olması gerekirken sistematik bir kullanım henüz tespit edilememiştir. Bunun 

sebebinin teknik personel eksikliği ya da örgütlerin yeni teknolojiye geçişteki isteksizliği 

olduğu değerlendirilmektedir.  

                                                            
61 Danika Newlee, “Jama’at Nasr al-Islam wal Muslimin (JNIM)”, CSIS, 25 Eylül 2018. 
62 Caleb Weiss, Al Qaeda Group JNIM Releases High-Level Production Video”, Long War Journal, 21 Mart 
2018. 

Although JNIM is a newly formed terror group, it increases its attacks every 
passing day. The group has begun to benefit in their attacks from the methods and 
tactics used by other organizations. In this regard, it is pointed out that JNIM 
might organize air strikes with IED-loaded drones against the French troops in 
Burkina Faso.

A systematic use of drones has not yet been identified in Africa although it is 
expected that it can become the most common place for the use of drones due to its 
environment of intense conflict. The reason for the lack of systematic drone use is 
the lack of technical staff or the reluctance of terrorist organizations to move towards 
new technology.

61. Danika Newlee, “Jama’at Nasr al-Islam wal Muslimin (JNIM)”, CSIS, September 25, 2018.
62. Caleb Weiss, “Al Qaeda Group JNIM Releases High-Level Production Video”, Long War Journal, March 
21, 2018.





45

USE OF DRONES IN EURASIA 
AND ASIA

RUSSIAN-BACKED SEPARATISTS (UKRAINE)
In the context of the ongoing fights in Ukraine, both Russian-backed separatists and 
groups participating voluntarily in the Ukrainian army use commercial drones. The 
first use of drones by pro-Russian separatists was for the purposes of reconnaissance/
surveillance in order to determine the location of Ukrainian troops. The process of 
using drones for attacks was completed rapidly by pro-Russian separatists with the 
help of Russia. In addition, Ukrainian troops suffered heavy casualties as a result of 
artillery and rocket shootings which were vectored by drones.63

The casualties caused to the Ukrainian troops by separatists using drones were not 
limited to this. Just as DAESH caused the explosion of a whole arsenal by dropping 
a 40 mm IED from a commercial drone in Deir al Zor, Syria, the separatists in 
Ukraine caused the explosion of an ammunition store in Eastern Ukraine by using 
a Russian-made Termite grenade-laden drone and caused damages amounting to 
a billion U.S. dollars.64 Figure 28 shows the screenshots of the grenades dropped 
from the drone by the rebels and the video footage taken after the arsenal exploded. 
Apparently, however, the video was not recorded with a commercial drone but was 
taken by a member of the separatist group from a distance.

63. Mary Chastain, “Ukraine Separatists Use Russian Drones to Attack Ukrainian Army”, Breitbart, January 
31, 2015, www.breitbart.com/national-security/2015/01/31/ukraine-separatists-use-russian-drones-to-attack-
ukrainian-army, (Retrieved on: August 15, 2018)
64. Kelsey D. Atherton, “Something Scarier than a Grenade-Toting Drone”, Popular Science, July 29, 2017.
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FIGURE 28. A SCREENSHOT OF A VIDEO TAKEN BY RUSSIAN-BACKED SEPARATISTS
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AVRASYA VE ASYA’DA İHA KULLANIMI  
Rus Destekli Ayrılıkçılar: Ukrayna 

Ukrayna’da devam eden çatışmalar kapsamında hem Rusya destekli ayrılıkçılar hem de 

Ukrayna ordusuna gönüllü katılan gruplar ticari İHA’ları kullanmaktadır. Rus yanlısı 

ayrılıkçıların İHA’ları ilk kullanım alanı Ukrayna birliklerinin yerlerini tespit etmek 

maksadıyla keşif/gözetleme uçuşları yapmak olmuştur. Rusya’nın isyancılara yardım etmesi 

sayesinde İHA’ların saldırı amacıyla kullanılma süreci hızlı bir şekilde tamamlanmıştır. 

Ayrıca isyancıların İHA yönlendirmesi ile yaptıkları top ve roket atışları neticesinde Ukrayna 

birliklerine ağır zayiat verilmiştir.63  

İsyancıların İHA kullanarak Ukrayna birliklerine verdikleri zayiat bununla da sınırlı 

kalmamıştır. Aynı DEAŞ’ın Suriye/Deyrizor’da ticari İHA’dan 40 mm’lik EYP atarak tüm bir 

cephaneliği havaya uçurması hadisesinde olduğu gibi Ukrayna’daki ayrılıkçılar da Rus yapımı 

Termite el bombası monte ettikleri İHA ile Doğu Ukrayna’da bir cephaneliği havaya uçurmuş 

ve yaklaşık 1 milyar dolarlık zarar vermeyi başarmıştır.64 Görsel 25’te isyancılar tarafından 

İHA’dan atmak için kullanılan el bombası ve cephaneliğin patlaması sonrası çekilen video 

kaydından alınan ekran görüntüsü sunulmuştur. Ancak kaydın ticari İHA tarafından 

çekilmediği, uzak mesafede konuşlandırılmış bir örgüt mensubu tarafından alındığı 

anlaşılmaktadır.  

GÖRSEL 25. RUS DESTEKLİ AYRILIKÇILARIN VİDEOSUNDAN GÖRÜNTÜ 

  

                                                            
63 Mary Chastain, “Ukraine Separatists Use Russian Drones to Attack Ukrainian Army”, Breitbart, 31 Ocak 
2015, www.breitbart.com/national-security/2015/01/31/ukraine-separatists-use-russian-drones-to-attack-
ukrainian-army, (Erişim tarihi: 15 Ağustos 2018). 
64 Kelsey D. Atherton, “Something Scarier than a Grenade-Toting Drone”, Popular Science, 29 Temmuz 2017. 

A group called “Aerorozvidka” consisting of volunteers from the Ukrainian 
army was formed to prevent loss and damage caused by the heavy use of drones 
by the separatists. The purpose of this group is to employ commercial drones for 
gathering intelligence on the positions of the rebels and for attacking their positions. 
As a result, drones reaching a capacity of 4,000 feet altitude, with a capacity for 
longer flight time, and with the capacity to attack laden with IEDs was developed.65 
Figure 29 shows the group Aerorozvidka experimenting on commercial drones near 
Kiev before being sent to Eastern Ukraine.

FIGURE 29. USE OF DRONE BY AEROROZVIDKA
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İsyancıların yoğun İHA kullanımından doğan zarar ve zayiatı engellemek maksadıyla 

Ukrayna ordusuna gönüllü katılanlardan oluşan Aerorozvidka isimli bir grup kurulmuştur. 

Grubun amacı ticari İHA’lar üzerinde araştırma yaparak hem saldırı hem de isyancıların 

konumunu belirlemek maksadıyla istihbarat toplamaktır. Oluşturulan grup İHA’lar üzerinde 

gerçekleştirdiği çalışmalar neticesinde 2 kilometre (yaklaşık 4.000 feet) irtifaya ulaşabilecek, 

havada kalış süresi daha uzun ve EYP kullanarak taarruz edebilme imkan ve kabiliyetine 

sahip İHA’lar geliştirebilmiştir.65 Görsel 26’da Aerorozvidka grubunun Kiev yakınlarında 

Doğu Ukrayna’ya gönderilmeden önce ticari İHA’lar üzerinde denemeler yaptığı 

görülmektedir.  

GÖRSEL 26. AEROROZVİDKA’NIN İHA KULLANIMI  

  

Görsel 27’de ise Aerorozvidka grubu tarafından isyancılara karşı gerçekleştirilen EYP yüklü 

iki adet İHA saldırısı görülmektedir. Ancak isyancıların aksine Aerorozvidka grubu İHA 

kullanımında istediği seviyeye ulaşamamış ve isyancılar üzerinde arzu edilen etkiyi 

yaratamamıştır. Bunun sebebi Rusya’nın sağladığı gelişmiş elektronik karıştırma 

teknolojisinin isyancılar tarafından kullanılması ve bu teknoloji ile gönüllü grupların 

İHA’larını kolaylıkla etkisiz hale getirmeleridir.66 

GÖRSEL 27. AEROROZVİDKA’YA AİT VİDEODAN GÖRÜNTÜ 

                                                            
65 Christian Borys, “Crowdfunding a War: Ukraine’s DIY Drone-Makers”, Guardian, 24 Nisan 2015. 
66 Friese, s. 51.  

Açıklama [BA1]: 66.dipnotu 
isteyebilir miyiz? 

Figure 30 reveals two IED-laden drone attacks against the separatists by 
Aerorozvidka. However, as opposed to the separatists, Aerorozvidka failed to achieve 
the desired level of drone competency and could not have the desired effect on the 
separatists. The reason is that the rebels use advanced electronic jamming technology 
provided by Russia and easily neutralize the pro-military volunteers’ drones.66

65. Christian Borys, “Crowdfunding a War: Ukraine’s DIY Drone-Makers”, The Guardian, April 24, 2015.
66. Larry Friese with N. R. Jenzen Jones and Michael Smallwood, “Emerging Unmanned Threats: The Use of 
Commercially Available UAV’s by Armed Non-state Actors”, ARES, Special Report No: 2, 2016, p. 51.
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FIGURE 30. SCREENSHOT OF AN AEROROZVIDKA VIDEO
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Ukrayna özelinde değerlendirildiğinde hem isyancı hem de gönüllü grupların adaptasyon 

sürecini tamamlayarak İHA’ları birbirine karşı kullandığı görülmektedir. Ancak isyancı 

gruplara Rusya’nın verdiği destek sayesinde hem İHA’lar ile gerçekleştirilen zayiat daha fazla 

olmuş hem de elektronik karıştırma kullanan anti-İHA teknolojisi sayesinde gönüllü grupların 

İHA’ları etkisiz hale getirilebilmiştir. Rusya Ukrayna’da edindiği anti-İHA deneyimini 

Suriye’ye taşıyarak HTŞ’nin İHA’larına karşı önlem almaya çalışmıştır.  

Maravili Militanlar: Filipinler 

Maravi çatışması Filipinler’de bulunan militanlar ile DEAŞ arasındaki bağlantıyı ortaya 

çıkaran bir çatışmadır. 2017’de yaklaşık beş ay boyunca militanlar Maravi’de alan hakimiyeti 

sağlamıştır. Beş aylık çatışma militanların çok iyi bir hazırlık sürecinden geçtiğini 

göstermiştir. DEAŞ’ın Irak ve Suriye’de şehir savaşı için kullandığı taktik ve stratejilerin 

başarılı bir şekilde Filipinlere aktarıldığı görülmüştür. Bu süre boyunca Maravili militanlar 

aynı DEAŞ’ın Musul operasyonu öncesi temin ettiği gibi Hong Kong üzerinden kaçak 

yollarla sağladıkları İHA’ları daha ilk haftadan itibaren kullanmaya başlamıştır.67 Görsel 

28’de Maravili militanların İHA kullandığı an, Filipin güvenlik güçleri tarafından Maravi 

çatışması sırasında doğrudan atış yöntemiyle vurularak düşürülen ve ele geçirilen İHA 

görülmektedir. 68  

GÖRSEL 28. MARAVİLİ MİLİTANLARA AİT ELE GEÇİRİLEN İHA’NIN 
GÖRÜNTÜSÜ 

                                                            
67 Thomas Luna, “DJI Drones Are Getting Shot down in the Battle of Marawi”, WeTalkUAV, 17 Temmuz 2017, 
www.wetalkuav.com/dji-drones-used-surveillance-battle-marawi, (Erişim tarihi: 17 Ağustos 2018). 
68 Joseph Tristan Roxas, “Maute-ISIS Bandits Use Drone in Marawi to Evade Pursuing Soldiers”, GMA News, 
19 Haziran 2017, www.gmanetwork.com/news/news/nation/615099/maute-isis-bandits-launch-drone-in-marawi-
amid-allahu-akbar-chants/story, (Erişim tarihi: 17 Ağustos 2018). 

An evaluation of the case of Ukraine shows that both separatists and pro-military 
volunteer groups have completed their adaptation process and have used drones 
against each other. However, thanks to Russia’s support to the separatists, casualties 
caused by drones have increased, and the separatists have gained the capacity to 
neutralize drones owing to the anti-drone technology provided to them by Russia. 
Russia has carried its anti-drone experience from Ukraine to Syria and has tried to 
take measures against the drones of HTS.

MARAWI MILITANTS (THE PHILIPPINES)
The Battle of Marawi brought into the open the connection between militants in 
the Philippines and DAESH. For about five months in 2017, the militants managed 
to gain territorial dominance in Marawi. The five-month clashes showed that the 
militants had undergone a disciplined preparation process. It became clear that 
the tactics and strategies of DAESH for urban warfare in Iraq and Syria had been 
transferred to the Philippines. During this time, Marawi militants, from the first 
week, started to use drones obtained through illegal channels from Hong Kong in 
the same way as DAESH before the Mosul operation.67 Figure 31 shows a drone that 
was used by bandits in the battle of Marawi but was directly shot down and seized 
by the Filipino security forces.68

In Marawi, drones were used for reconnaissance and surveillance purposes. 
This way, militants got advance warning of incoming military raids, and a modus 
operandi was decided accordingly. Footage obtained by the drones was also a boon 

67. Thomas Luna, “DJI Drones Are Getting Shot down in the Battle of Marawi”, WeTalkUAV, July 17, 2017, www.
wetalkuav.com/dji-drones-used-surveillance-battle-marawi, (Retrieved on: August 17, 2018).
68. Joseph Tristan Roxas, “Maute-ISIS Bandits Use Drone in Marawi to Evade Pursuing Soldiers”, GMA News, 
June 19, 2017, www.gmanetwork.com/news/news/nation/615099/maute-isis-bandits-launch-drone-in-marawi-
amid-allahu-akbar-chants/story, (Retrieved on: August 17, 2018).
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for their propaganda activities and media efforts in the Philippines as seen in the 
media series released by DAESH on the Internet.69

FIGURE 31. SCREENSHOT OF NEWS COVERAGE OF A DRONE BEING CAPTURED  
BY MILITARY FORCES 
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Maravi’de İHA’lar özellikle keşif/gözetleme faaliyeti amacıyla kullanılmıştır. Böylece 

Maravi’ye yaklaşan askeri müdahale hazırlıkları gözlemlenerek önceden bilgi sahibi olunmuş 

ve taktiksel olarak buna göre bir hareket tarzı belirlenmiştir. Ayrıca örgütün Filipinler’deki 

aktiviteleri kaydedilerek DEAŞ’ın internete propaganda amacıyla koyduğu video serileri 

yayınlanmıştır.69  

Ekim 2017 itibarıyla yaklaşık 1.000 militanın öldürülmesi sonrası Maravi operasyonu 

tamamlanmıştır. Ancak o günden bu yana DEAŞ’ın Filipinlerdeki aktivitesi düşük ölçekte de 

olsa devam etmektedir. DEAŞ’a bağlı örgüt üyeleri Ocak 2018’den bu yana yaklaşık dokuz 

saldırı gerçekleştirmiştir. Ancak bomba yüklü araç ile saldırı ilk defa 31 Temmuz 2018 

tarihinde düzenlenmiştir.70 Görsel 29’da saldırıda kullanıldığı iddia edilen araç ve EYP’ler 

görülmektedir.  

GÖRSEL 29. MARAVİLİ MİLİTANLARA AİT VİDEODAN GÖRÜNTÜ 

  

Görsel 29’da DEAŞ’ın Suriye ve Irak’ta intihar saldırılarında kullandığı EYP’lerin aynısı 

olduğu görülmektedir. Bu da bize Filipinler’deki DEAŞ varlığının devam ettiğini ve DEAŞ’ın 
                                                            
69 Joseph Franco, “Preventing Other ‘Marawis’ in the Southern Philippines”, Asia & the Pacific Policy Studies, 
2018, s. 2. 
70 Rita Katz, “ISIS’ Suicide Bombing in the Philippines Could be a Regional Game-Changer”, Insite Blog, 2 
Ağustos 2018, news.siteintelgroup.com/blog/index.php/categories/jihad/entry/435-isis%E2%80%99-suicide-
bombing-in-the-philippines-could-be-a-regional-game-changer, (Erişim tarihi: 21 Ağustos 2018). 

The Marawi operation was completed with the killing of about 1,000 militants 
since October 2017. DAESH’s activity in the country continued but remained 
limited. The affiliated groups committed nine attacks since January 2018 alone. In 
the Philippines, the first SVBIED attack took place on July 31, 2018.70 The vehicle 
and IEDs used in the attack are seen in Figure 32.

FIGURE 32. IMAGE FROM VIDEO OF MARAWI MILITANTS’ AMMUNITION
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Maravi’de İHA’lar özellikle keşif/gözetleme faaliyeti amacıyla kullanılmıştır. Böylece 

Maravi’ye yaklaşan askeri müdahale hazırlıkları gözlemlenerek önceden bilgi sahibi olunmuş 

ve taktiksel olarak buna göre bir hareket tarzı belirlenmiştir. Ayrıca örgütün Filipinler’deki 

aktiviteleri kaydedilerek DEAŞ’ın internete propaganda amacıyla koyduğu video serileri 

yayınlanmıştır.69  

Ekim 2017 itibarıyla yaklaşık 1.000 militanın öldürülmesi sonrası Maravi operasyonu 

tamamlanmıştır. Ancak o günden bu yana DEAŞ’ın Filipinlerdeki aktivitesi düşük ölçekte de 

olsa devam etmektedir. DEAŞ’a bağlı örgüt üyeleri Ocak 2018’den bu yana yaklaşık dokuz 

saldırı gerçekleştirmiştir. Ancak bomba yüklü araç ile saldırı ilk defa 31 Temmuz 2018 

tarihinde düzenlenmiştir.70 Görsel 29’da saldırıda kullanıldığı iddia edilen araç ve EYP’ler 

görülmektedir.  

GÖRSEL 29. MARAVİLİ MİLİTANLARA AİT VİDEODAN GÖRÜNTÜ 

  

Görsel 29’da DEAŞ’ın Suriye ve Irak’ta intihar saldırılarında kullandığı EYP’lerin aynısı 

olduğu görülmektedir. Bu da bize Filipinler’deki DEAŞ varlığının devam ettiğini ve DEAŞ’ın 
                                                            
69 Joseph Franco, “Preventing Other ‘Marawis’ in the Southern Philippines”, Asia & the Pacific Policy Studies, 
2018, s. 2. 
70 Rita Katz, “ISIS’ Suicide Bombing in the Philippines Could be a Regional Game-Changer”, Insite Blog, 2 
Ağustos 2018, news.siteintelgroup.com/blog/index.php/categories/jihad/entry/435-isis%E2%80%99-suicide-
bombing-in-the-philippines-could-be-a-regional-game-changer, (Erişim tarihi: 21 Ağustos 2018). 

Figure 32 shows that the IEDs used by DAESH in this attack were the same 
as those used in Syria and Iraq. This means that the existence of DAESH in the 
Philippines continues and their terrorist methods are used. Considering the fact 
that DAESH militants used drones during the Marawi clashes, that the IEDs were 
manufactured by DAESH, that the methods of SVBIED attacks were identical, and 
that it is also easy to obtain commercial drones from the Asian markets, such as 
Hong Kong, an IED-loaded drone attack in the Philippines is highly probable.

69. Joseph Franco, “Preventing Other ‘Marawis’ in the Southern Philippines”, Asia & the Pacific Policy Studies, 
(2018), p. 2.
70. Rita Katz, “ISIS’ Suicide Bombing in the Philippines Could Be a Regional Game-Changer”, Insite Blog, August 
2, 2018, https://news.siteintelgroup.com/blog/index.php/categories/jihad/entry/435-isis%E2%80%99-suicide-
bombing-in-the-philippines-could-be-a-regional-game-changer, (Retrieved on: August 21, 2018).
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DRUG CARTELS IN MEXICO 
AND SOUTH AMERICA

In Mexico, drones have been extensively used for drug trafficking purposes in the 
region of the Mexico-U.S. border. The reasons for this are the following:

•	 The drugs loaded onto the drone are more valuable than the drone.

•	 The route of the drone is preprogrammed and the coordinates of the delivery 
point are installed in advance.

•	 The drone gains autonomous capability and cannot be blocked by electronic 
jammers at the border.

•	 The drone lowers the risk of drug traffickers being caught and, therefore, the 
narcotics are successfully delivered to the desired location.

In August 2017, approximately 6 kilograms of methamphetamine loaded on a DJI 
Matrice 600 Pro were seized in Tijuana near the U.S. border. The methamphetamine 
confiscated was worth about $46,000 while the market value of the drone seized by 
the border police was about $5,000.71 Drone use along the border is highly prevalent 
as evidenced by the United States’ interception of 150 drones carrying an estimated 
two metric tons of drugs; in 2012, these drugs were primarily marijuana, cocaine, 
and heroin.72 Figure 33 shows that there is no release mechanism on the drone and 
the drug substance is wrapped around the device by tape.

71. Stephen Dinan, “Drones Become Latest Tool Drug Cartels Use to Smuggle Drugs into U.S.”, The Washington 
Times, August 20, 2017.
72. Brenda Fiegel, “Narco-Drones: A New Way to Transport Drugs”, Small Wars Journal, http://smallwarsjournal. 
com/jrnl/art/narco-drones-a-new-way-to-transport-drugs, (Retrieved on: August 25, 2018).
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FIGURE 33. MATRICE 600 PRO SEIZED IN TIJUANA
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MEKSİKA VE GÜNEY AMERİKA UYUŞTURUCU KARTELLERİ  

Meksika’da İHA’lar son zamanlarda artan bir oranda ABD ile sınır bölgesinde yoğun olarak 

uyuşturucu kaçakçılığı amacıyla kullanılmaktadır. Bunun sebepleri arasında İHA’ya yüklenen 

uyuşturucunun değerinin aracın kendisinin değerinden çok daha fazla olması, İHA’nın 

rotasının önceden programlanarak ineceği yerin koordinatlarının evvelden girilmesi, bu 

sayede İHA’ya otonom özellik kazandırılarak ve sınırda elektronik karıştırma yapılarak 

İHA’ların engellenememesi, İHA’nın uyuşturucu kaçakçısının yakalanma riskini azaltarak 

uyuşturucu maddenin tam olarak istenilen yere gönderilebilmesi bulunmaktadır. 

Ağustos 2017’de ABD sınırına yakın Tijuana’da DJI Matrice 600 Pro’ya yüklenmiş yaklaşık 

6 kilogram uyuşturucu madde yapımında kullanılan metamfetamin ele geçirilmiştir. Sınır 

polisi tarafından düşürülerek ele geçirilen İHA’nın piyasa değeri yaklaşık 5 bin dolar iken ele 

geçirilen metamfetaminin değeri yaklaşık 46 bin dolardır.71 2012’den bu yana ABD 

tarafından Meksika’dan ABD’ye başta esrar, eroin ve kokain olmak üzere yaklaşık 2 ton 

uyuşturucu maddenin 150 adet İHA kullanılarak sokulduğu tespit edilmiştir.72  

GÖRSEL 30. TİJUANA’DA ELE GEÇİRİLEN DJI MATRİCE 600 PRO 

 

                                                            
71 Stephen Dinan, “Drones Become Latest Tool Drug Cartels Use to Smuggle Drugs into U.S.”, The Washington 
Times, 20 Ağustos 2017. 
72 Brenda Fiegel, “Narco-Drones: A New Way to Transport Drugs”, Small Wars Journal, 
http://smallwarsjournal.com/jrnl/art/narco-drones-a-new-way-to-transport-drugs, (Erişim tarihi: 25 Ağustos 
2018). 

An AK-47 assault rifle and a bomb-loaded commercial drone were seized in a 
truck pulled over by police in Mexico on October 20, 2017, indicating that drug 
cartels tried something new beyond the widespread use of drones. The area where 
the bomb-laden drone was caught was Guanajuato, the Mexican state with the most 
famous drug cartels.

The cartels in Mexico have been using so-called potato bombs –hand grenade-
sized improvised explosive devices– in attacks on each other. The explosive found 
by the police alongside the drone in Guanajuato is consistent with a potato bomb. 
That means drug cartels are now willing to use drones not only for drug transfer and 
reconnaissance/surveillance but also for the purpose of attacking. In Guanajuato, 
drug gangs, including Los Zetas, the Sinaloa cartel, and Cártel Jalisco Nueva 
Generación, etc. are also highly likely to use drones for an attack.73 Figure 34 shows 
the confiscated drone and IEDs.

The seized drone, in Figure 34, was a 3DR Solo Quadcopter, easy to find on 
the Internet for $250. There is no release mechanism on the drone, unlike the ones 
used by DAESH, but instead the IED was taped around it. In addition, a remote 
detonation apparatus reveals that the drone can only be used for a kamikaze attack.

73. David Axe, “Great, Mexican Drug Cartels Now Have Weaponized Drones”, Motherboard, October 25, 2017, 
https:// motherboard.vice.com/en_us/article/j5jmb4/mexican-drug-cartels-have-weaponized-drones, (Retrieved on: 
August 27, 2018).
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FIGURE 34. AN IED-LOADED 3DR SOLO QUADCOPTER
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Görsel 30 incelendiğinde İHA’da düşürme mekanizmasının olmadığı ve uyuşturucu maddenin 

İHA’ya bant yardımıyla tutturulduğu görülmektedir. Uyuşturucu kartelleri arasında yaygın 

kullanım şeklinin dışına çıkıldığı ilk defa bir trafik kontrolü sırasında ortaya çıkmıştır. 

Meksika’da 20 Ekim 2017’de yapılan polis kontrolünde durdurulan bir arabada AK-47 ile 

birlikte bomba yüklü ticari İHA ele geçirilmiştir. Bomba yüklü İHA’nın yakalandığı bölge 

Meksika’nın en ünlü uyuşturucu kartellerinin bulunduğu Guanajuato’dur. Meksika’da 

uyuşturucu kartelleri birbirine patates bombası olarak adlandırılan EYP’ler ile saldırmaktadır. 

Arabada ele geçirilen İHA’ya monte edilmiş EYP’nin de patates bombasına benzemesi 

düzeneği uyuşturucu kartellerinden birinin kurduğunu ve artık uyuşturucu kartellerinin de 

İHA’ları sadece uyuşturucu transferi ve keşif/gözetleme için değil saldırı amacıyla da 

kullanmaya niyetli olduğunu göstermektedir. Guanajuato’da bulunan Los Zetas, Sinaloa 

Cartel, Cartel Jalisco Nueva Generacion vb. uyuşturucu kartellerinin de İHA’ları saldırı 

amaçlı kullanmaları kuvvetle muhtemeldir.73 Görsel 31’de ele geçirilen İHA ve EYP’nin 

görselleri yer almaktadır.  

GÖRSEL 31. EYP YÜKLÜ 3DR SOLO QUADCOPTER  

  

Görsel 30 incelendiğinde İHA’nın 3DR Solo Quadcopter olduğu görülmektedir. Bahse konu 

İHA internetten 250 dolara kolayca temin edilebilmektedir. Ele geçirilen İHA’ya EYP 

DEAŞ’ın kullandığı gibi bir bırakma düzeneğiyle tutturulmamış, onun yerine bant yardımı ile 

yapıştırılmıştır. Ayrıca araçta bulunan uzaktan patlatma düzeneği bize İHA’nın ancak 

kamikaze saldırısı şeklinde kullanılabileceğini göstermektedir.  

                                                            
73 David Axe, “Great, Mexican Drug Cartels Now Have Weaponized Drones”, Motherboard, 25 Ekim 2017, 
motherboard.vice.com/en_us/article/j5jmb4/mexican-drug-cartels-have-weaponized-drones, (Erişim tarihi: 27 
Ağustos 2018). 

FIGURE 35. KAMIKAZE DRONE USED BY DRUG CARTELS
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Sonuç olarak Meksika uyuşturucu kartellerinin de adaptasyon sürecini tamamlamak üzere 

olduğu görülebilmektedir. Ancak uyuşturucu kartellerinin kullandığı şiddet yöntemleri göz 

önüne alındığında EYP yüklü İHA’ların bir oyun değiştirici rolü olmayacağı belirtilmelidir. 

Uyuşturucu kartellerinin saldırı ve ABD sınırına uyuşturucu madde sokmak için kullandıkları 

–yeraltı tüneli, araba, denizaltı, yasa dışı göçmenler vb.– yöntemlerini çeşitlendiren bir araç 

haline geleceği değerlendirilmektedir. 

 

 

Another attack using a drone was attempted at Tecate, on the U.S. border. In 
July 2018, the IED-loaded drone dropped into the garden of the house of Gerardo 
Manuel Sosa Olachea, the Secretary of Public Security, but the IED did not explode. 
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Figure 35 shows the drone and the IED. It is seen that the IED was taped around the 
drone and there was no release mechanism.74 The drone was probably intended for a 
kamikaze attack after the target was detected by a camera on the drone.

In conclusion, it seems that the Mexican drug cartels are about to complete 
their process of adopting drone use. Considering the violent methods used by the 
drug gangs, it should be noted that the IED-loaded drones will not be game-changer. 
However, it is evaluated that the drones used by drug cartels for attacking purposes 
and for pushing drugs into the U.S. border will applied as tools in the other fields of 
activity of the cartels such as the use of underground tunnels, cars, and underwater 
environments for drug trafficking, illegal immigrant trafficking, etc.

FIGURE 36. USE OF DRONE BY MEXICAN POLICE FOR PUBLIC ORDER
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GÖRSEL 33. MEKSİKA POLİSİNİN ASAYİŞ AMAÇLI İHA KULLANIMI 

 

Görsel 33’te görüldüğü üzere İHA’lar Meksika polisi tarafından da kullanılmaya başlanmıştır. 

Ayrıca kokainin dünyada en çok üretildiği ülkelerden olan Bolivya, Peru ve Kolombiya’da da 

uyuşturucu kaçakçılığı ile mücadele için İHA’dan yararlanılmaktadır. Kolombiya ayrıca 

İHA’ları havadan tespit ettiği kokain tarlalarının üzerine zehirli sprey sıkmak için kullanmayı 

planlamaktadır.75 Brezilya Amazonlar’daki kaçakçılığı önlemek, Kolombiya ve Peru ile olan 

sınırı gözetlemek amacıyla İHA’dan yararlanmaktadır. Görüldüğü gibi ticari İHA’lar şiddet 

ve kaçakçılığın en yoğun olduğu Güney Amerika’da hem devletler hem de devlet dışı silahlı 

aktörler tarafından tercih edilmeye başlanmıştır.76  

Bir diğer Güney Amerika ülkesi Venezuela’da da devlet dışı silahlı aktörler tarafından ticari 

İHA kullanımı tespit edilmiştir. Ancak bu ülkeyi diğer tüm ülkelerden ayıran özellik ilk defa 

devlet başkanı seviyesinde üst düzey bir suikast girişiminin İHA’lar vasıtasıyla yapılmasıdır. 

Bu suikast girişiminde Devlet Başkanı Maduro’ya karşı Ağustos 2018’de başkent Karakas’ta 

DJI M600 serisi her biri 1 kilogram C4 patlayıcı taşıyan iki adet İHA kullanılmıştır.77 

                                                            
75 Vanda Fellab Brown, “Can Colombia Eradicate Coca by Drones? The Illusion of a Technological Fix”, 
Brookings, 24 Temmuz 2018. 
76 Christopher Woody, “Drones Appear to Be Taking on a Bigger, More Dangerous Role in Mexico’s Criminal 
Warfare”, Business Insider, 24 Ekim 2017. 
77 “Non-State Actors with Drone Capabilities”, New America, Ağustos 2018, www.newamerica.org/in-
depth/world-of-drones/5-non-state-actors-drone-capabilities, (Erişim tarihi: 29 Ağustos 2018). 

As seen in Figure 36, drones are also used by the Mexican police. In addition, 
drones are used to combat drug trafficking in the countries producing cocaine 
including Bolivia, Peru, and Colombia. Colombia also plans to use drones in aerial 
spraying over cocaine plants that are detected from the air.75 Brazil uses drones to avoid 

74. Cartel Chronicles, “Mexican Cartel Crashes Drone IED into Home of Border State Security Chief ”, Breitbart, 
July 11, 2018, www.breitbart.com/texas/2018/07/11/mexican-cartel-crashes-drone-ied-into-home-of-border-
state-security-chief, (Retrieved on: August 15, 2018).
75. Vanda Fellab Brown, “Can Colombia Eradicate Coca by Drones? The Illusion of a Technological Fix”, 
Brookings, July 24, 2018.
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smuggling in the Amazon rainforest and to monitor the borders with Colombia and 
Peru. As violence and smuggling is the most intense in South America, commercial 
UAVs are preferred both by states and NSAAs.76

The use of commercial drones has been witnessed among NSAAs in Venezuela. 
What differentiates this country from all other countries is that an assassination 
attempt against a state official of the highest level was made using a drone. In 
August 2018, an assassination attempt on President Nicolas Maduro of Venezuela 
took place in the capital, Caracas. Attackers used two DJI M600 drones, each 
carrying 1 kilogram of C4 explosive.77 

FIGURE 37. DRONE ATTACK ATTEMPT TO ASSASSINATE THE PRESIDENT OF VENEZUELA
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GÖRSEL 34. VENEZUELA DEVLET BAŞKANI’NA İHA’LAR İLE SUİKAST 
GİRİŞİMİ 

 

  

Resmi bir tören sırasında düzenlenen saldırı keskin nişancıların İHA’yı vurmaları ve 

üzerindeki patlayıcının havada infilak etmesi sayesinde engellenebilmiştir. Ancak bu saldırı 

diğer devlet dışı aktörlere suikast yöntemi olarak örnek teşkil etmesi açısından önemlidir. 

Patlayıcı yüklü İHA’ların açık alanlarda yapılan spor organizasyonları, politik veya kültürel 

faaliyetlerde ve resmi törenlerde alınan konvansiyonel güvenlik tedbirlerini kolayca aşabilme 

ihtimali bulunmaktadır. Kalabalık ortamlarda oluşturulacak bir panik İHA ile bırakılan 

patlayıcının etkisinden çok daha fazla bir etki yaratacaktır. 

The attack committed during an official ceremony, was prevented by snipers 
who shot the drone and caused the explosion of the IED on it. However, this attack 
is important as it sets an example of assassination for other NSAAs. Explosive-
laden drones are likely to easily overcome conventional security measures at sports 
organizations, political or cultural activities, and public ceremonies. The panic that 
can ensue in crowded areas will create a much greater impact than the impact of an 
IED released by a drone.

76. Christopher Woody, “Drones Appear to Be Taking on a Bigger, More Dangerous Role in Mexico’s Criminal 
Warfare”, Business Insider, October 24, 2017.
77. “Non-State Actors with Drone Capabilities”, New America, (August 2018), www.newamerica.org/in-depth/ 
world-of-drones/5-non-state-actors-drone-capabilities, (Retrieved on: August 29, 2018).
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CONLUSION

For years, analysts have developed their hypotheses on the possibility and dangers 
of NSAAs and terrorist organizations capturing weapons of mass destruction, and 
biological and chemical weapons. However, none of them made discussion about 
simple technologies like commercial drones can allow terrorist organizations to 
increase their capacities in a much simpler way. After the invasion of Afghanistan 
and Iraq, no U.S. soldier was afraid of a possible attack from the air. The U.S. forces, 
the Iraqi security forces, and the Peshmerga were shocked when the first drone attack 
was carried out in Iraq. Even countries with the most advanced weapon technology 
and military preparedness were vulnerable to this type of attack at first. Although 
only two years have passed since commercial drones were used for the first time by 
DAESH to attack78 Turkish troops during the Operation Euphrates Shield in Syria 
in 2016, many regional NSAAs in the Middle East and later other NSAAs elsewhere, 
from South America to Asia, prefer commercial drones. Only the level of using 
drones varies among these actors. Sometimes an actor takes advantage of a drone for 
reconnaissance/surveillance to gather intelligence over the enemy, and other times 
for transferring material such as drugs. Map 1 depicts the countries where the use of 
drones has been identified.

78. Bleda Kurtdarcan and Barın Kayaoğlu, “Turkey is on the Front Lines against ISIS’s Bomber Drones”, National 
Interest, October 16, 2016.
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MAP 1. NSAAS/TERRORIST ORGANIZATIONS THAT USE COMMERCIAL UAVS 
 AND THE COUNTRIES WHERE UAVS ARE USED
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Among the reasons for the increasing use of commercial drones among NSAAs 
are the following:

•	 Payload capacity enables IED-laden UAVs

•	 Capacity of long-distance use

•	 Inexpensive and easy procurement

•	 Camera, sensor, etc. materials facilitate the modification of drones by 
militant groups

•	 Smartphone technology and applications simplify operator’s job 

•	 The failure to develop a clear-cut anti-UAV technology

Table 1 depicts the most preferred commercial UAV models, and the NSAAs 
and terrorist organizations using these drones.

The ability of terrorist groups to adapt the most recently available technology 
develops much faster than domestic and international laws. However, rapid measures 
taken in both domestic and international law after the threat has been identified will 
hamper or slow down the adaptation processes of other terrorist organizations to this 
new technology.79 For instance, Egypt, on the grounds that it is likely to be used in a 
potential terrorist attack, prohibits the use or possession of drones without a license 
from the Ministry of Defense - especially in the face of the increasing DAESH threat 
in the Sinai Peninsula.80 

Drone companies have removed software containing the locations of airports, 
military zones, and stadiums to reduce such threats. In particular, the drone maker 
DJI adjusted a large part of Iraq and Syria as a no-fly zone in order to prevent the use 
of drones by DAESH.81

However, such measures remain insufficient. Legal loopholes in the use and 
possession of commercial drones, and the failure of anti-drone technology to identify, 
detect, and destroy these devices cause the widespread use of drones. In the short 
term, it seems impossible to prevent NSAAs from using commercial drones. 

79. Jack Karsten, “As Criminals Adapt to New Technology, So Must International Law”, Brookings, April 21, 2017.
80. “New Law Prohibits Drone Use without Defense Ministry Approval”, Egypt Independent, December 6, 2017.
81. Andrew Dalton, “DJI Grounded Its Drones in Iraq and Syria to Lock out Extremists”, Engadget, April 26, 2017, 
www.engadget.com/2017/04/26/dji-no-fly-zones-grounded-drones-iraq-syria, (Retrieved on: October 8, 2018).
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TABLE 1. UAV MODELS MOST PREFERRED BY NSAAS AND TERRORIST ORGANIZATIONS

Most Used UAV Models
Estimated 

Payload (kg)
Used by

1
DJI Phantom 
Serisi

57 
 

 

 Yoğun Olarak Kullanılan İHA 
Modelleri 

Taşıyabildiği 
Tahmini 
Ağırlık 
(Kilogram) 

Kullanan Aktörler 

1 DJI 

Phantom 

Serisi 
 

1 

2 DJI 

Spreading 

Wings 
 

5 

3 RVJET 

 

2,5 

4 X-UAV 

Talon 

 

2,5 

5 Sky 

Walker X8 

 

5 

Ortadoğu :  

DEAŞ 

Suriyeli Muhalifler  

Heyetül Tahrir Şam 

Hizbullah 

Saraya al-Khorasan 

PYD/PKK 

Haşdi Şabi 

Peşmerge 

Husiler  

Hamas 

 

Afrika :  

JNIM 

LNA 

Boko Haram 

DEAŞ 

1

Middle East: 
DAESH
Syrian Opponents
HTS
Hezbollah
Saraya al Khorasani
PYD/PKK
Hasd al Shabi
Peshmerga
Houthis 
Hamas

Africa: 
JNIM
LNA
Boko Haram
DAESH

Asia:
DPR/LPR
Aerorozvidka
Marawi Militants
Taliban

The Americas:
Drug Cartels 
FARC
Patriotic Officers

2
DJI Spreading 
Wings

57 
 

 

 Yoğun Olarak Kullanılan İHA 
Modelleri 

Taşıyabildiği 
Tahmini 
Ağırlık 
(Kilogram) 

Kullanan Aktörler 

1 DJI 

Phantom 

Serisi 
 

1 

2 DJI 

Spreading 

Wings 
 

5 

3 RVJET 

 

2,5 

4 X-UAV 

Talon 

 

2,5 

5 Sky 

Walker X8 

 

5 

Ortadoğu :  

DEAŞ 

Suriyeli Muhalifler  

Heyetül Tahrir Şam 

Hizbullah 

Saraya al-Khorasan 

PYD/PKK 

Haşdi Şabi 

Peşmerge 

Husiler  

Hamas 

 

Afrika :  

JNIM 

LNA 

Boko Haram 

DEAŞ 

5

3 RVJET

57 
 

 

 Yoğun Olarak Kullanılan İHA 
Modelleri 

Taşıyabildiği 
Tahmini 
Ağırlık 
(Kilogram) 

Kullanan Aktörler 

1 DJI 

Phantom 

Serisi 
 

1 

2 DJI 

Spreading 

Wings 
 

5 

3 RVJET 

 

2,5 

4 X-UAV 

Talon 

 

2,5 

5 Sky 

Walker X8 

 

5 

Ortadoğu :  

DEAŞ 

Suriyeli Muhalifler  

Heyetül Tahrir Şam 

Hizbullah 

Saraya al-Khorasan 

PYD/PKK 

Haşdi Şabi 

Peşmerge 

Husiler  

Hamas 

 

Afrika :  

JNIM 

LNA 

Boko Haram 

DEAŞ 

2,5

4 X-UAV Talon

57 
 

 

 Yoğun Olarak Kullanılan İHA 
Modelleri 

Taşıyabildiği 
Tahmini 
Ağırlık 
(Kilogram) 

Kullanan Aktörler 

1 DJI 

Phantom 

Serisi 
 

1 

2 DJI 

Spreading 

Wings 
 

5 

3 RVJET 

 

2,5 

4 X-UAV 

Talon 

 

2,5 

5 Sky 

Walker X8 

 

5 

Ortadoğu :  

DEAŞ 

Suriyeli Muhalifler  

Heyetül Tahrir Şam 

Hizbullah 

Saraya al-Khorasan 

PYD/PKK 

Haşdi Şabi 

Peşmerge 

Husiler  

Hamas 

 

Afrika :  

JNIM 

LNA 

Boko Haram 

DEAŞ 

2,5

5 Sky Walker X8

57 
 

 

 Yoğun Olarak Kullanılan İHA 
Modelleri 

Taşıyabildiği 
Tahmini 
Ağırlık 
(Kilogram) 

Kullanan Aktörler 

1 DJI 

Phantom 

Serisi 
 

1 

2 DJI 

Spreading 

Wings 
 

5 

3 RVJET 

 

2,5 

4 X-UAV 

Talon 

 

2,5 

5 Sky 

Walker X8 

 

5 

Ortadoğu :  

DEAŞ 

Suriyeli Muhalifler  

Heyetül Tahrir Şam 

Hizbullah 

Saraya al-Khorasan 

PYD/PKK 

Haşdi Şabi 

Peşmerge 

Husiler  

Hamas 

 

Afrika :  

JNIM 

LNA 

Boko Haram 

DEAŞ 

5

6 RC4Y Sky Hunter
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Asya : 

DPR/LPR 

Aerorozvidka 

Marawili Militanlar 

 

Amerika: 

Uyuşturucu Kartelleri 

FARC 

Vatansever Subaylar 

Kullanım Amacı 6 RC4Y Sky 

Hunter 

 

5 

7 DJI M600 

 

7 

8 3DR Solo 

Quadcopter 

 

0,5 

1) Keşif/Gözetleme 

2) Bomba Yüklü İntihar 
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Although the use of commercial drones does not guarantee success for NSAAs, 
the importance of drones cannot be denied in terms of the advantage they provide 
in conflict zones. In addition, by using UAVs for attacking security forces, terrorist 
organizations have changed the perception that “no airborne attack can be committed 
by terrorist organizations” and commercial drones have taken their place in modern 
warfare. In the upcoming period, the dimension of the danger created by militant 
groups will increase depending on the development in the commercial UAV market. 
The size of drones used will vary further. Small drones will be difficult to detect, large 
drones will fly longer distances, and their payload capacities will increase as well. 

In parallel with the developing technology, all drones will be equipped with 
sensors and cameras to create advantage on the ground for NSAAs and increase their 
mobility.82 World War I witnessed the use of planes for reconnaissance/surveillance 
while World War II witnessed mass assaults. In this respect, a similar situation may 
be predicted for UAVs. Furthermore, in the near future, small UAVs will take their 
place as a standard device in the inventory of states –a position they currently hold 
in NSAAs. It is believed that they will undertake more complex tasks than they do 
today and that they will perform the operations of many other manned vehicles.83

As a result, in the last two years worldwide, the use of UAV systems has spread 
rapidly among NSAAs and terrorist organizations. Certain terrorist groups have 
learned much faster, have completed their adaptation process, increased their capacity, 
and carried out sophisticated attacks. As long as NSAAs increase their experience and 
effectiveness in the use of drones, new terrorist organizations will desire to follow their 
lead and the likelihood of transition to new imitation and processes of technology 
adoption will increase. In this regard, it is assessed that in the countries that have 
not experienced any direct drone attack but have encountered drones employed by 
NSAAs for reconnaissance/surveillance and propaganda purposes, NSAAs will be 
able to complete their adaptation processes in the near future. In the face of this 
increasing threat, the development of an anti-UAV technology to combat changing 
drone types and attack techniques is a dire priority.

82. Itai Barsade and Michael C. Horowitz, “Militant Groups Have Dronep. Now What?”, Perry World House, 
September 7, 2017, https://thebulletin.org/2017/09/militant-groups-have-drones-now-what, (Retrieved on: 
October 8, 2018).
83. For detailed information on drone systems and their development in the world, see Cengiz Karaağaç, “İHA 
Sistemleri Yol Haritası: Geleceğin Hava Kuvvetleri 2016-2050”, STM, (2016).





A
 G

LO
B

A
L 

B
A

TT
LE

FI
EL

D
? 

SERKAN BALKAN

A GLOBAL BATTLEFIELD? 
RISING DRONE CAPABILITIES OF NON-STATE 
ARMED GROUPS AND TERRORIST ORGANIZATIONS

REPORTANKARA   •   İSTANBUL   •   WASHINGTON D.C.   •   KAHİRE   •   BERLİN   

Technological developments in both civilian and military fields have had a 

significant impact on the operational capabilities of terrorist organizations 

and on the increase of terrorist attacks. Many technologies that facilitate 

and improve the quality of life have security vulnerabilities. Following the 

introduction of commercial unmanned aerial vehicles (UAVs), terrorist 

organizations have identified the security deficits of this new technology. 

Due to the increasing popularity of commercial UAVs, easy accessibility, and 

low cost, the use of UAVs by many organizations has become increasingly 

widespread. Drones have emerged as a new intelligence tool to improve the 

capabilities of terrorist organizations. Today, they are used by many non-state 

armed actors and terrorist organizations, from the Americas to Asia, to collect 

intelligence. However, the use of drones is not limited to reconnaissance and 

surveillance. Some of the aforementioned actors have started to employ 

drones in a more sophisticated way, namely for attacking purposes. This study 

examines how terrorist organizations use UAV technology by learning from 

each other and analyzes their adaptation processes. 
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